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Abstract— Social Networking Websites (SNW) such as Faceb@uokut and Twitter etc., have gained more attracigs
in recent days. Because of its large number ofejsagd large amount of information, they becometamgial network for
malicious users or attackers to exploit. Most &f slocial networking websites try to prevent thogdatations, but many
malicious users or attackers are still able to cwere those security countermeasures by using eliffeprevention
techniques. Social network website end users mapeaware of such potential threats. Unfortunatsdgial networking
is also common with their own security and privgmlicy issues which stance a challenge for orgdioiza trying to
balance the benefits of social networking with tis&s and it can pose to network and data securhgrefore, this paper
will present a different privacy and security issue online social network websites. The SNW issmekide privacy
issues, identity theft or personal information kegd, social networks spam and physical threats.

Keywords—social network website privacy issues, social netweebsite security issues, social network threiasntity
Theft, social network spam, social network malwé&a;ebook and Twitter security issues.
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I.  RELATED WORK

Social Network Website Services (SNWS) have payin
attention of both organizations and researchersegent
years. Basically, from an academic view point,dBevices

provide the R&D community with an exceptional ~ 1l Ask \
opportunity to study the structure and propertiesazial l@‘ lé] @ E‘ 1L—=J

networks. SNW user interaction and relationshipsdeial ~ Figure 1: Different social networking websites
network services have also been studied by resemrch Social network websites can be termed as normal web
SNW services from the standpoint of human factarsj ~ @pplications that allow users to create their seislip
they found that knowledge of, or trust between Shsers ~ Profile i.e. a profile that some information is dable to

is not required to establish online relationshisreover, ~ Public and some is private, communicate with thase

it has been given away that online social networksa'e their network connections (called as friendayl they

stimulate much weaker bonds between users tham theform an online community. It is based on social
offline activities. relationships among the users [10] [11]. Most pedpin

in social networks websites to share their infofaratand
Based on some SNW profiles gathered fromkeep in connection with people they already knowe T
Facebook.com, researchers analyzed the degree @by feature of social network sites is a frienccolleague
personal information disclosure and the subseqtieké  finder that allows social network users to seaortpkople
[1]. Also, researchers found that SNW users’ peabdata  that they already know and then form their own rli

is provided, and preventive privacy preferenceshamelly  community as shown in the Figure 2.
used. The privacy issues raised by SNW serviceseptea

difficult challenge to both information technologynd
social science researchers.

Most of the social network users share a large atnof
their private information such as date of birth their
social network space [13] [14]. This informatiorcludes
from demographic and geographic information, cadntac

[I. INTRODUCTION : . . .
information, comments, images, videos, etc.

Social Networking Websites (SNW) such as Orkut,
Facebook, Twitter and MySpace has been increasin
rapidly within the past few years and now more thamo
billions users are using. Almost every computeerdite
user has at least one social network site accaundtevery
user spend a large amount of their valuable timsamial
networks sites each day [3] [5]. In the todays wa see
different kinds of social networking sites as showrthe
Figure 1.
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Figure 2: Social network users known friends corioas
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In the recent day’s usage of social networking easing
rapidly. There are many reasons as follows:

To expand you're your network
Using your friends’ friends
Market to your community
Understand your counter-part
Watch your competition

Create your own opportunities
Discover the one-in-million
Manage your image

Use it within the company

With these characteristics of social network saed the
more forcefulness of attacker's methods, privacyd an
security issues in social network usage has became
critical issue in the cyber world. Therefore, instipaper
we will present a survey on privacy and securisyés that
happen in social network websites. Also, we willadiss
good and bad about SNW. The issues include privac
issues, identity theft issues, phishing issuesmsizsues,
malware issues, and physical threats issues [18#. [&st
section will be the conclusion or summary of thpgra

I1l. ATTACK METHODS

Many social network users publish their information
publicly without careful consideration. Hence, sdci
networks have become a large pool of user's seasiti
data. Moreover, social network users have a tendento
have a high level of trust towards other socialwoek
users. They have a habit of to accept unknown drien
requests easily, and trust items that friends setldem.
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Figure 3: Social engineering attack cycle

As shown in the above Figure 3, an attacker uses
systematic approach to get
information. To achieve this they have multiple hoets as
discussed in this section.

Because of social networks sites large populatiod a
information base, and its’ simple accessibility,ciab
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approach, attackers will not directly approach aloci
network users. Attackers will try to trick SNW useio
initiate a contact with them or encouragement ugers
accomplish some actions.

There are three approaches to implement RSE [178. T
first one is recommendation-based reversal social
engineering. This approach makes use of friend
recommendation feature to introduce attackers t® th
victims (social network site users). The secondeggh is
demographic-based reversal social engineering. This
approach is also established on friend recommerrdati
feature that exploits victim’'s demographic inforinat
such as user’s locations [13] and interests et [Hst
approach is visitor-tracking based reversal social
engineering. This approach is based on the soetalark

site visitor tracking feature of some or all of thecial
networks websites. This feature allows social nefwo
users to find out who have viewed their profilesaligious
users or attackers can use this functionality tokema

Yictims notice them, and visit their profiles. Thmain aim

of the attackers is to collect as much informaijpersonal
information) as possible as shown in the Figure 4.

-
\\
Social Network

~

Attacker

Figure 4: Attacker collects the user’s personadrimfation.

1. Attackers collect personal information from social
network sites

2. Send fictional message / construct application with
personal information

3. Collect additional personal information

Social networking websites or services have takem t
mternet by tempest. For example a social network s

the victim personalFacebook has more than half a billion members from

around the globe. Another SNW Twitter, smaller in
membership than Facebook [23] is the other leadouial
networking service. Its short, 140 character maximu
status updates can be posted from the web by dukeirs,
as well as through short messaging services (SM8) t

networking websites have become new objectives thamessages from any mobile phone have establisheg. Th

attract lot of cyber criminals [15]. Cyber crimisabr
attackers
connection mostly through social engineering teghes
and reverse social engineering (RSE).The goal e$eh
two approaches is to obtain user’'s context-infoiomat.e.
information that is associated or meaningful toidowmork

SNW Twitter as a go-to source of transgression

exploit users sensitive data and chdin oinformation. During the national elections in Irdfyitter

remained as essentially the only reliable sourceuofent
events. Recently in Syria, Twitter had remarkaltpact
on the liberation of the Syrian people [6] [16].

users. Both approaches are being used prior tor othdhe Bad, Good and the Balanc&ocial networking

attacks such as phishing, spear phishing, spamiii®j
and different malware attack. In social enginegring
malicious users or attackers approach user’s atsamnd
extract user's context-information then use
information to increase successfulness of thedrchtt [11].
On the other hand, in the reverse social engingerin

©2013,IJSRCSE All Rights Reserved

thisstay engaged with a

websites can be an effective instrument for comatian

throughout the globe with in short span of timetHéy
used properly, it allows individuals and organiaati to
large number of people
instantaneously. A status update is instantly shavih
hundreds of SNW users, or even thousands of members
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connected to your social network sites. That isgrehen  e.g. studied to same school or same work placg thte.
letting friends and family know that you enjoyed. victims belong to. The social network group is Igein
However, it also gives a risk that user sensitivededicated since the number of a social networkviddal
information can be leaked with much greater spemdl a user is a lot larger than the number of groupsdciad
efficiency as well. For example a social networlerus networks. Hence, it is very easy to first concedrmgraon
might send his Social Security Number (SSN) to lamot the group, and then uses the group to access each
user might be his friend, and accidentally transioisitto  individual user. All most all the attackers willaugistory
the whole social network group users instead sg,very  stealing method to get which URLs (websites) thagets
bad [9]. (victims) visited in the past to find out victim'group.
Before going through, how this technique works and
concepts of social network and history stealingl Wi
described.

A study report titled social insecurity revealedmso
informative data about the risks associated withiado
networking sites. Some of the key discoveries idelu
There are two types of links in SNW. A static cantiénk
» An estimated 5.4 million online users submittedirthe is the same across all social network users. Bhiséd for
personal information to email (phishing) scammersdisplaying user's home page, and a dynamic link tha
during the past two years. contains some information unique to each individuser
« Among adult SNW users, more than 38% had poste@r each individual group. For e.g. dynamic linkKkedike:
their full personal details like birth date, incing  http://www.facebook.com/groups/grouplD/
birth year. 45% of those with children had postesirt
children’'s photos. And 8% had posted their own
postal address.
« On an estimated 5.1 million online social network| @ \

. Script checks locall y
households had experienced some type of abuse on| which pages have ! :
been visited o List of
T web pages
(TSN

social network in the past year, including malware

infections, scams, and harassment and many more.
€ Information about visited

pages is sent back

IV. SOCAIL NETWORK WEBSITESECURITY ISSUES
A. Privacy and Security Issues

In this section, we will discuss two privacy issyés].
The first is SNW user's anonymity or user’'s identit
There are two approaches of identifying SNW usersFigure 5: An overview of stealing attack

identities in social networks sites will be desedb The

second issue is user's profile details and personain history stealing as shown in the above Figure 5,
information Ieakage. This may leads lot pOSSib’l&CEkS on attackers puII users to their web pages, and ﬂh’ey]tty to
SNW users in the real time not only from informatio extract user's browsing history by sending out st bf
security stand point and also physical attacks. URLs i.e. URL of social network website group thaers
probably be part of. These URLs can be obtainedyeas
through group directory provided by social netwogki

In many social networking websites [9], end useses their
actual name (real name) to represent their acco®us websites. Then, attackers will make victim’'s webvmser
their identity is publicly exposed to other soamtwork  to check whether any URL on the list was visited/toyim
site users or groups, and everyone else in thealsoci (SNW user) or not by looking at victims’ browsinigtory.
network site. Also, social network site user's agtocan  Then, the browsing history is sent back to attagker
be indexed by search engine and usually appearéitein Pulling out of user's browsing history can be ddme

top rank of the search results. In this case, tifickers
know the name of the victims (social network usettsy
can easily search for victim’s profile or they cs@arch
through social networking sites to obtain new widi

Apart from the simple use of SNW real name as aticou

name, there are also other techniques that carséx to

expose social network user's secrecy. The two nastho
that will be discussed are deanonymize attack dmed t

neighborhood attack.

a) De-Anonymization AttackA group of researchers

using provisional logic in cascading style sheet i&:
visited and display: attribute" or using client esifava
script. Therefore, by using history stealing, dttas can
get victim's browsing history, and then use thist lio
riddle out URLs that are related to victim's adijvin
SNW, especially the dynamic social network URLst tha
contain some distinctive info about SNW users augs.

In general, many social network groups provide imgil
list of the group members. So, attackers can usemails

to search for identity (users’ profile) of victims.

showed that by using group membership informatiod a b) Neighborhood AttackSocial networks sites can be

history stealing technique, attackers could
anonymity of any social network users.

In this technique, what attackers need to leaiin ighich

reveakepresented by social graph where a simple node

represents a social network site user, and an edge
represents relationship between two SNW users. A
neighborhood attack is based on the idea thatatkers

social network group (group of SNW users that shareknow the neighbors of the victims’ node, and the

similar interests or group of people with same lgacknd
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relationship between them, then attackers can ifgent
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victims’ node. For example, if an attacker knowat thser
A has five friends, two of A’s friends (B, C) argehds C. Identity Theft
with each other and the other three (D,E,F) arefnends, Identity Theft is an act of stealing or theft somes

Figure 6 shows one-neighborhood graph of user A. . o . _
Attackers can use this graph to identify A sinces-on identity or sensitive information, and then playhag to be

; . 4 . that person, or by using that identity in a malisiavay or
neighborhood graph is unique to each social netwsek different purpose. Social network sites are favierab

node. targets that attract malicious users or attackersesthey
contain a huge number of available user’s profiesl
- their information. There is always one method afnitty
Gl i theft is SNW profile cloning. In this method, artaaker
take benefit of trust among friends, and those |gseape
not very careful when they accept friend requeStsial
phishing attack [24] is another technique that barused
to theft or steal social network user’s identitys ghown in
the Figure 7, most SNW real names compromised based
on their age.
o O Real name
Figure 6: 1-Neighborhood Graph of A =7 B Eher
B. User’s Profile and Personal Information g8 _ — [
As we know social network user information publigal g N —
available to online users. SNW user's account, aoci | © | —
network user’'s profiles mostly contain actual imf@ation 5
about SNW users. SNW users’ sensitive informatiaths | S 2+
as user’s first name, last name or full name, airdatails, &
relationship status, date of birth, previous angent work a-
and educational information attracts attackers.ddethe
major issue of user’s profile is the leakage ofrsiggofile
and personal information. We can see sources of SN\| ° tots 1620 o125 2530 a1as
users’ profile leakage are: Age

Figure 7: Real name leakage based on age group
a) Sensitive information leakage through poor peiva
policy: Most of the social network users are not cautiousa) Threats Caused by Name Leakage:
about their privacy settings. Many of SNW usersrope In the recent years, spamming or also called as spalil
their profile to the general public so anyone cereas and has become a bigger problem. This kind of actisitie
see their information including date of birth. Alsmany  actually a business activity whereby spammers semails

social networking websites default privacy settings still ~ with some product information based on huge emalil
not safe such as in Facebook or Twitter, a frichal foiend  address lists. In effect, any user who has an eadaitess
who the user does not know can still see his inftion. listed in the list is regarded as a potential austo(actual
However, even the safest privacy setting, therestite  victim). To protect users from this kind of spammi
flaws that allow attackers to access user’s infdiona attacks [25], academia and industry have developed

different kind of approaches of anti-spam mechagism
b) Sensitive information leakage to the third party One common technique of protection against spam
applications:Many SNW such as Facebook (FB) providesincludes using a white list, so that emails fromsted
an Application Programming Interface (API) fof Party  business parties will not be mistaken for spam. e\,
developers to develop and create applicationsd@atrun  as spamming emails is profitable, spammers areyalwa
on its platform. These applications are so popatathe  formulating new ways to enter spam filters. In thiite
social network users’ world. Once SNW users add andist approach, spammers collect email ids and the
allow these 8 party applications to access the information, information about social relationships from sociatwork
also, these applications can access user's datservices. In this way, spam mail can bypass therfdnd
automatically without knowing to social network tse be delivered to the target's victim’s mailbox [19].
These apps also capable of posting on users’ space
user's friend’'s space, or may access other usesta d Spammers may use of real names in two ways:
without user’s knowledge. 1) They may use the receiver's real name in thd'smai

content.
c) Information leakage to third party domaiMost of  2) They may make spam mails look like they havenbee
SNW uses third party domain service is used toktrac sent by a friend of the target by using the frisncial
social network user’'s activities in their site, ibrallows name [21].
advertisement partner to access and aggregatel socia
network user's data for their profitable or comni@rc Consider an email containing the receivers’ reaih@a
benefit. where the sender (spammer) is specified as a frigtid

©2013,IJSRCSE All Rights Reserved 4
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his or her correct email address and real name.uEke
may have difficulty in verifying the email's genaimess.

b) Phishing:

There are similar problems also persists with respe
phishing attack detection. Phishers usually sendilem
which contain a URL or direct link to a forged weadige or
site, to obtain people's sensitive information,hsas an
account or user ID, social security number (SSNgredit
card number. Some phishing targeted companie
including eBay and PayPal [22] [26]. Actually, intet
security vendors provide guidelines for
phishing emails. Common rules include checkinghié t

email contains your real name because phishersodo n

have personal information. However, the assumpttiat
phishers do not have Personal or profile infornmatigght
be incorrect as self-disclosure is becoming momroon
in social network service sites. The spontaneousena
leakage problem will make worse the problem furthsrit
will be very difficult to users and phishing deiect
techniques to verify the authenticity of a web page

c) Profile Cloning:

Common method of stealing social network user’sifitig
is also called profile cloning. The main targetspobfile
cloning attacks are users who set their profilesb&o
general public. Public profile information leakages
shown in the Figure 8 allows attackers to obtaiofijer
information easily, and therefore can make dupdid2]
or copy their profile information to create a faldentity.
There are two types of profile cloning.

o \)@\\D‘\ %\o@ («,‘-‘“‘@ wﬁé
&

46%
] % e

32% 32%

Ratio of self-disclosure (%)

A SR S
T * e‘{@O' \h‘:ﬂ‘\\. \i‘wﬁgﬁve
Fields

Figure 8: self-disclosure. The name, gender arttiday
profile information have a high disclosure

i. Existing or Persisting Profile Cloning: In existing
profile cloning, a malicious users or an attackens create
a profile of registered users by using their napersonal
or profile information [20], as well as picture ilacrease
confidence, and then distributing friend requestfiends
of that user (victim). If this action is successc& most of
the SNW users accept friend requests from the pefsat
they already know without looking through it cargfu
Also, it is possible that a person might have midti
accounts. If victims accept the friend requestsnth

©2013,IJSRCSE All Rights Reserved

recognizing
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attackers will be able to access their entire [ofi
information.

ii. Cross-Site Profile CloningiIn cross-site [4] profile
cloning, malicious user or attackers steal userdfilp
from one social networking site that users registar
account, and then create a new user’s profile aihen
social networking site that user has not registeoed
before. After that, attackers use users contacfrbisn the
registered social networking site to send a friesmglests

%o all those contacts in another social networlgitg. In

this case, it is more convincing than the firstecamce
there is only one account for that particular u3éren, if
the contacts accept friend request, attackers camsa
their profile.

d) HTTP Session Hijacking:

HTTP (Hyper Text Transfer Protocol) session hijagki
[2] [7] [8] is type of session management attack&EP

- top10) on social networking sites it can be usedbtain

context-information such as cookies from victims,veell

as victim’'s friend’s information that will later besed to
generate context-aware spam.

) /_.-"""'H-..
Seasion ID = ACFID3ISF216AAEFC F*‘
E = X
L T L

Victim Web Server

Sniffing a legitim
session

Attacker

Saession 1D = ACFIDGEF216AMEFC

Victim

Attacker
Figure 9: Influencing the token session executimgy t
session hijacking attack.

As shown in the above Figure 8 proves it how sessio
hijacking attack works on social network usersstijran
attacker tries to sniff network communication betwe
victims and social networking websites, mainly #os
without using data encryption. There can be mutipl
network attacks can be used in this case, for ebamyRP
cache poisoning or DNS poisoning. Attacker captures
HTTP headers that contain user session cookies sinc
many social network websites and commercial website
use session cookie-based authentication. After that
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attackers now copy the HTTP session-ID and us® it t ¢ Brand hijacking

access the victim’s profile information includesrgmal « Delays or interruption in production
details. Moreover, attackers use the victim's peofio * Lost revenue or income

retrieve the victim’'s friend’s information such asnail « Content alteration of websites
addresses, and then use this information to gestbsgtam » Malware and virus dissemination

based attacks.
V. CONCLUSION

D. Physical Threats . . .
y In the recent years social networking websites have

become a potential target for attackers due to the
availability of huge sensitive, personal and psofil
information, as well as its large user base. Tloeeef
privacy and security issues in online social neksoare
increasing. This paper speak to different privacyd a
security issues, as well as the techniques thatlats use

to overcome social network security mechanismstoor
take advantage of some flaws in social networkirep w
sites.

As we discussed different type of attack vectorscivh
may cause to SNW users. In addition to online tisrédzat
lead to social network users, physical threat istlzer
issue that social network users need to concersigdly
threats too. Physical threat is physical harm pei@on, or
to a person’s property such as theft, stalkingslotzailing,
or even physical harassment. With the charactesigthd
features provided in the social network websitexiad
network users at risk of such threats. So, soatvork
users should think before post their personal médion

and that information availability publically Privacy issue is one of the main anxieties, sin@nyn

social network users are not careful about whaty the
expose on their social network space. The secoridsing

is identity theft; attackers make use of socialwoeks
account to steal victim’s identities. Also an altixcmakes
use of social networks to increase spam click thnotate,
which is more effective than the traditional emsglam
issues and attackers use social networks as a ehtmn
spread malware, since it can spread very fast tjtrou
connectivity among users. We can also see physical
threats, which are the most harmful issues, wedeesded.
Because of some of the social network features sisch
location-based service, it is easier for cyberanais or
criminals to track and approach victims.

The first characteristic of the social network Useeal
identity is not known or not genuine. Hence, we rox
know who we are connecting with in friends groufeT
second characteristic is the personal informatioat s
posted on the social networking websites that othelu
user’'s contact information like mobile number [6malil
ids, and their interests, habits etc., this infarara will
allow criminals to easily learn about and approectims.
Moreover, many of the security issues which we
mentioned here can also lead to physical threats. F
example, social phishing attacks may allow attadiker
physically access a victim's bank account, and querf
some transactions. Privacy issues are also andttheat
that can lead to physical threat. If criminals catess
some sensitive information such as a sensitiveuygcor
video post, they can use them to blackmail victims.

Social networking websites try to implement differ&ind
of security mechanisms to prevent such issues, tand
protect their registered users, but malicious users
attackers will always find new attack scenariosbteak
through those defenses. Therefore, every sociabankt
users should be aware of all these threats, anchdre
careful when using them.

In addition, many social network features allow @yb
criminals to be able to track victim’s behavioryda day
activity and location. For example, location-basedvices
on smart phones such as Google Latitude or Foursgua
allows social network users to check in and posirth REFERENCES
current location onto their message board. Alssoifial

network users use social network application onirthe [1] ENISA: Enisa position paper no.l, security Bsu
smart phones to post something, their jagged locatiill and recommendations for online social networks
also be posted. Moreover, another feature suchea3 &) http://www.enisa.europa.eu/doc/pdf/deliverables/eni
(in security called geo tagging attack) that allavgers to sa_pp_social_networks.pdf

tag their location [24] on the image that they pzat also  [2] IETF,RFC2109: HTTP State Management Mechanis
expose user's location, so followers or cybercrahiwill http://www.ietf.org/rfc/rfc2109.txt
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Proceedings of the 2005 ACM workshop on Privacy
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in the below:
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* Loss of employment _ Analysis of topological characteristics of huge
+ Damaged business reputation _ online social networking services. In: Proceedinigs o
« Damaged career or personal reputation the 16th international conference on World Wide
* Damaged data or networks Web, ACM Press New York, NY, 835-844

* Intellectual property theft / Data theft
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