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Abstract— This research was conducted to introduce the hierarchical multilevel models, based on categorization of security
controls in 1ISO 27001:2013 standard. And to find out the level of information security in the Yemeni Academy for graduate
studies (YAGS) regarding the compliance of implementation of this standard. The results showed maturity level of information
security in the YAGS is at level 2 for all MTO, Responsibility categories in all security aspects. The value of the gap between
the value of the maturity level of the current and expected level of maturity value is a 2.88 for MTO domains and 2.84

for responsibility groups. This mains that many control weaknesses exist, related security policies and procedures should
be developed and security management system and culture should be implemented. The detailed results of benchmarking based
on the 1SO27001 standard, the method used to measure the maturity level for each security control domain, and the

improvement recommendations are presented.
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l. INTRODUCTION

A management system is a set of interrelated or interacting
elements of an organization to establish policies and
objectives and processes to achieve those objectives. The
scope of a management system may include the whole of the
organization, specific and identified functions of the
organization, specific and identified sections of the
organization, or one or more functions across a group of
organizations. An Information Security Management System
(ISMS) as a part of this overall management system contains
all methods and instruments the management should use to
establish, implement, operate, monitor, review, maintain and
improve information security in all tasks and activities. The
ISMS implemented in different organizations with different
motivations, The establishment and implementation of the
ISMS in an organization Influenced by the organization’s
needs and objectives, security requirements, the processes
employed and the size and structure of the organization.

A common challenge for many organisations has been to
operationalize the ISMS requirements, and decide in which
processes they should embed measurement controls in order
to ensure that deviations in relation to the ISMS processes
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are detected and addressed as part of the on-going
improvement.

Choosing what to measure, setting targets and deciding how
to operationalize those also poses a challenge for many
organisations. During the last couple of years, interest in
becoming ISO 27001 certified or the use of the 1SO 27001
as a best practice framework has rapidly grown. Today, a lot
of companies, government institutions and municipalities
require either 1SO 27001 certification or must adhere to the
best practices in the standard. It’s also increasingly
incorporated into tender requirements or used during
procurements. ISO 27001 requires a certain level of IT
governance to be in place, such as involvement from
management, understanding and use of IT as a helper/enabler
to achieve the business goals in an effective way. Doing that
means knowing the current and emerging risks and their
impact, and avoiding the worst IT-related risks. This requires
a deep understanding of the organisation, business processes,
IT processes, external requirements and strategic goals[1].
That equates to a higher degree of required maturity of the
organisation. ISO/IEC 27001 is the international standard for
information security management which defines a set of
controls and requirements to establish, implement, operate,
monitor, review, maintain and improve an information
security management system (ISMS).
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Alison Anderson and Dennis Langley developed a security
management system [2] based on the security studies of
different organizations, and proposed three groups for
monitoring the internal security policy implementation:
Information system, Information system assets, and
Information system environment. According to [3] , the
ISO27001 security domains do not provide insight into
which group in the organization is responsible for an activity.
And management, technical and operational model (MTO)
was introduced by them, This approach is based on ISO
17799:2005 for evaluating and continuously improving
ISMS. In this model , the SO 27001:2005 controls was
grouped into three categories management, technical and
operational controls.

In 2006, STOPE Model (Strategy, Technology,
Organization, People and Environment) was introduced by
[4]. This approach is based on “six sigma” by using ISO
17799:2005 for evaluating and continuously improving
ISMS. In 2017, Another framework assessment was
introduced by [5],this framework is based on SANS Critical
controls and/or 1SO27032 ) as guidance for the scoring of the
maturity levels, with a mapping to 1SO 27001:2005, COBIT
4.1 and COBIT 5.0. For evaluating and continuously
improving ISMS, the ISO 27001:2005 controls in this
framework, was grouped into six responsibility categories:
(Strategy and Policies, Organization, People, Processes,
technology and facilities controls).

The benefits of this categorizations are fully described by
the [6],the main of them ,an organization can identify which
part of their organization needs more attention regarding
relevant threats, also an organization can benefit can
identify which part of their organization needs more attention
regarding relevant vulnerabilities[6], provides a common
language for all to view and manage information security
activities[3].

The information criteria refers to the fundamental aspects of
information security which are basic requirements for
business information security and provide the maintenance
requirements of the business, namely confidentiality,
integrity and availability (CIA model) [7,8], CIA Model was
introduced by [9]. This approach is based on “particular
security goals” by using ISO 17799:2005 for evaluating
ISMS.

ISO/IEC 27001:2013 Standard is the second edition of the
standard and replaces the first edition ISO/IEC 27001:2005
Standard. Discovering , studying, and modeling the new
updated controls in this standard can help organizations to
examine and evaluate their current security management
systems , And the proposed integrated multilevel model can
considered as a framework for measuring and monitoring
performance and integrating better management practices,
which are more aligned to traditional organisational
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structure, with a various  security aspects, roles and
responsibilities. And organization can identify which part of
their organization needs more attention according to the new
updated and improved international standard requirements
regarding relevant vulnerabilities.

On other hands, According to practical observations and
literature review, the organizations of different industries
have different information security requirements, as well as
different opinions and practices for establishing information
security principles . Many of organizations evaluate security
level by using expert system because each and every
organizational department need the absolutely flaw less
performance of the security strategies, and using this
technology evaluation of security strategies on the basis of
various key performance attributes that have been validated.
For obtaining the desired level of performance, the
hierarchical structure of the evaluation criteria must be built
firstly, and then the Analytic Hierarchy Process is used,
where the weights of evaluation criteria are determined by
pairwise comparison. so the building of hierarchical
structure relationships is the first step to do this.

We conclude from the above that the subject of the research
is of utmost importance. It is the first step in the information
security risk assessment at the enterprise according to
international standards, it provide a basic analysis hierarchy
structures, that can used to identify the weights of evaluation
criteria, regarding relevant needs of organization and the
basic inputs for risk assessment evolution. From the above,
the following problem is formulated: How to improve the
process of information security assessment according to the
international standard (ISO/IEC:27002:2013) by using
hierarchical multilevel models?

From the main problem of the research, the following sub-
problem is formulated:

e What are the models, that can be used for design
the hierarchical multilevel security gap analysis
models based on controls defined in the updated
ISO 27001:2013 standard ?

e How to establish of a hierarchical structure to be
aligned to traditional organizational structure and
responsibilities for the evolution of information
security gap analysis assessment ?

e What is the size of the gap between the actual level
of information security practices at the Yemeni
Academy and the level that the Yemeni Academy
for graduate studies seeks to achieve for all multi-
level dimensions of purposed model?

e What control multilevel categories in each are the
most vulnerable points bringing about potential

15



Int. J. Sci. Res. in Multidisciplinary Studies

threats, and what solutions can be recommended to
improve them?

This research aims to improve the information security
practices at the Yemeni Academy for Graduate Studies by
classification of security controls using a multilevel
hierarchical models and assessing the extent of their
compliance in the all hierarchy dimensions, structures and
responsibility classes with the requirements of information
security. It, also, attempts to measure the gap between the
actual level of information security practices at the academy
and the level it seeks to achieve in compliance by using this
models with the requirements of 1SO / IEC: 27001.
Moreover, the study aims to discover the organizational and
responsibility fields of control that represent vulnerable
points in their security practices and set the necessary
recommendations to enhance the compliance to the
standards, reduce the gap and improve the information
security practices.

The rest of paper is organized as follows, Section | contains
Introduction, Section Il contains the review of previous
related work in various resent security analysis models,
Section 111 describes methodology of research, Section 1V
contains  results and discussion  Section V contains
conclusions and future scope. The last section contains the
references.

Il. LITERATURE REVIEW:

According to [3], The 1SO27001:2005 eleven security
domains do not provide insight into which group in the
organisation is responsible for an activity. They proposed a
model based on the organisations structure was developed.
The security domains are grouped into three categories based
on responsibility:

¢ Management Controls, which include the following
domains:  security policy, organisation of
information security and compliance.

e Technical Controls, which include the following
domains:asset ~ management, physical and
environmental security and communications &
operations management.

e  Operational Controls, which include the following
domains: systems acquisition, development &
maintenance, access control, IS incident
management and business continuity management.

The main benefits, as it was presented by them are that , the
model provides greater focus and better understanding on
where within the organisation the responsibility lies for each
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domain. and provides a common language for all to view
and manage information security activities.

Another framework assessment was introduced by [5],this
framework classification of controls to six responsibility
groups, author classified the ISO 27001: 2005 Annex
controls by this classification model to :

e (SP) Strategy and Policies Controls: provide
management direction and support for information
security in accordance with business requirements,
risks and relevant laws and regulations.

e (O)Organization Controls: Manage information
security within the organization through an
embedded and structure and set of roles and
responsibilities.

e (PE)People Controls: Ensure that all employees,
contractors and third party users are aware of
information security threats and concerns, their
responsibilities and liabilities, and are equipped to
support organizational security policy in the course
of their normal work, and to reduce the risk of
human error.

e (PR) process Controls: Ensure that system and
infrastructure development, maintenance and access
is performed in a secured way and comply to the
information policies, standards and procedures, and
laws and regulations. Information  security
weaknesses and business interruptions should be
counteract adequately avoiding unintended negative
business exposure.

e (T) Technology Controls: Ensure the protection of
information in networks, the protection of the
supporting infrastructure and the secure exchange of
information within the organization and with any
external entity.

e (F)Facilities Controls: Prevent loss, damage, theft or
compromise of organization’s premises and
information and interruption to the organization’s
activities.

The information criteria refers to the fundamental aspects of
information security[7] [8]:

e Confidentiality (C): All information must be
protected according to the degree of privacy of their
content, aimed at limiting its access and used only
by the people for whom they are intended,;

e Integrity (I): All information must be kept in the
same condition in which it was released by its
owners, in order to protect it from tampering,
whether intentional or accidental; and
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e Availability (A): All the information generated or
acquired by an individual or institution should be
available to their users at the time they need them
for any purpose.

In 2016, web based analytic hierarchy process (ahp)
assessment model for  information security policy of
commercial banks was introduced by [9]. This approach is
based on Tudor Framework ‘“organizational information
security architecture framework (Compliance, Organization
/ Infrastructure, Security Baselines/ Risk Assessments, User
Awareness and Training and Polices, Standard, and
Procedures), TUDOR (2006)> this framework
classification of controls to five groups, author classified the
ISO 27001: 2005 Annex controls by this classification model
to:

e  Compliance Controls (C): Compliance

e Organization / Infrastructure Controls (O):
Organization of information security)

e  Security Baselines/ Risk Assessments Controls(SR):
(Physical and environment security/ Operations
management/ communications management/
Information systems acquisition & development
&maintenance/ Information security incident
management/ Information security aspects of
BCM),

e  User Awareness and Training Controls (AT):
(Human resource security/ Supplier relationships),

e Polices, Standard, and Procedures Controls (PSP):
(Information security policy/ Access Control/ Asset
management/ Cryptography).

Each security control in security domains, clauses and
responsibility or role class, should address directly or
indirectly one or more of three basic information security
aspects. Furthermore, each category might have specific
security requirements imposed by its particular security
goals, for an activity.

In the work [10], the information security gap analysis based
on 1SO 27001: 2013 requirements was conducted as a case
study at the Yemeni academy for graduate studies, This
research aimed at finding out the information security
practices at the Yemeni Academy for Graduate Studies and
assessing the extent of their compliance with the
requirements of information security. It, also, attempted to
measure the gap between the actual level of information
security practices at the academy and the level it seeks to
achieve in compliance with the requirements of I1SO / IEC:
27001. Moreover, the study aimed to discover the fields of
control that represent vulnerable points in their security
practices and set the necessary recommendations to enhance
the compliance to the standards, reduce the gap and improve
the information security practices. The data that was obtained
in this work, as a results of maturity level of information
security in academy, we will used to find out the relevant gap
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and compliance level by using the proposed in this work
integrated hierarchical multilevel model.

I11. RESEARCH METHODOLOGY

The study has used the analytical descriptive method to
classify the information security controls in 1ISO 27001:2013
standard, for building a multilevel hierarchical models for
information security assessment, and to analyses the existing
system, identify its compliance with the international
information security standard. it, also, has applied case study
method, through which relevant data has been collected.

This part describes how research, where there are details
about the material or the materials, tools, sequence of steps to
be made in a systematic, logical so it can be used as
underlines, are clear and easy to resolve the problems,
analysis of results and the difficulties encountered. The
sequence of steps problem-solving research are:

e Define the objective of research ;
e Literature review ;

e Building of the integrated hierarchical multilevel
models for information security gap analysis

e Design of the searching tool used for data

collection;
e Data analysis; and
e Finding and recommendation's
A) 1SO 27001 standard

The main part of both ISO 27001 and 1SO 27002 is Annex
A, which plays an important role in the ISMS
implementation procedure. ISO/IEC 27001: 2005, domain
requirements and security controls. Security controls have 11
security control clauses, 39 Control Objectives and Controls
have 133, can be seen in Table 1.a [11].while the ISO/IEC
27001: 2013, domain requirements and security controls.
Security controls have 14 security control clauses, 35 Control
Obijectives and Controls have 114, can be seen in Table 1.b
[12].

Table l.a Security Objective (O) And Control(C) Numbers For Each Clause
Iso/lec 27001: 2005

Clauses o] C
Ab5 Security Policy 12
A6 Organization of Information Security 2111
A7 Asset Management 2115
A8 Human Resources Security 319
A9 Physical and Environmental Security 2] 13
A10 Communications & Operation Management 1132
0
Al1 Access Control 7125
17
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Al2 IS Acquisition, Development & Management 6| 16
A13 Information Security Incident Management 2|5
Al4 Business Continuity Management 1|5
A15 Compliance 3] 10

Table I.b Security Objective (O) And Control(C) Numbers For Each Clause
Iso/lec 27001: 2013

Clauses o] C
A.5 Information security policies management 1] 2
A.6 Organization of information security 21 7
A.7 Human resource security 3| 6
A. 8 Asset management 3110
A.9 Access control 4] 14
A.10 Cryptography 1]2
A.11 Physical and environmental security 2115
A.12 Operations security 7114
A.13 Communications security 217
A.14 System acquisition, development and maintenance 313
A.15 Supplier relationships 2| 5
A.16 Information security incident management 1] 7
A.17 Information security aspects of business continuity | 2 | 4
management
A. 18 Compliance 2| 8

e |SO 27001: 2013 MTO , CIA, Responsibility
Models

The security domains was categorized based on (MTO
model) to : management, technical and operational controls,:

Management clauses: Information security policies;
Organization of information security; Supplier relationships
and Compliance.

Technical controls: Asset management;
environmental ~ security;  Operations
Communications security.

Physical and
security  and

Operational controls: Human resource security; Access
control; Cryptography; System acquisition,
development and maintenance; Information security
incident management and Information security aspects
of business continuity management.

Each security control in security domains, should address
directly or indirectly one or more of three basic information
security aspects. Furthermore, each category might have
specific security requirements imposed by its particular
security goals, for an activity. MTO-CIA classification of
controls by clauses can be seen in Fig 1. For better
management practice, in the second model, controls was
grouped into sex others categories, which describe the
organizations structure and responsibility more detailed:
(SP) Strategy and Policies Controls; (O)Organization
Controls; (PE)People Controls; (PR) process Controls;(T)
Technology Controls and (F)Facilities Controls . MTO-
Responsibility classification of controls by clauses can be
seen in Fig 2
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In the small organizations, several roles carried out by
the same person, and management does not identify the role
with overall responsibility for managing information
security. In our research a new based role model was
developed, with attention to the staff roles and
responsibilities definitions, and with the considerations that
overall responsibility for the tasks remains at the
management level , one person is appointed to the promotion
and coordination processes and each employ is responsible
for his original task and for maintaining information security
in the workplace and in the organization. In this model,
controls was categorized into seven role (function) based
classes, The model is the role based classification of
controls, in this case each organization has its role and
responsibility matrix, roles such as chief information officer
(CISO), information security officer, information security
architect, information security coordinator and data
proprietor  (administrative  official), data custodian
(technician staff) and each of them has responsibility in one
function or more in security management system. . In this
model, controls was categorized into seven role (function)
based classes: (1)Top management, (2)Administration,
(3)Human resources,(4) Training, (5)Software, (6) CISO and
(7) Information Technology. The MTO-role based
classification of controls by clauses can be seen in Fig 3.
While the Fig 4 illustrates the integrated MTO, ROLE Based
and Tudor (organizational information security architecture )
frame works.

:/ Confidentiality Integrity availability
] D
e B ]
= Ab
E
=1 ALS
B ST
| as
=| ALl
Al2
Al3
= | AT
=] A9
A0
Al4
Alb
AlT

Fig 1 MTO - CIA classification of controls by clauses
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Fig 3 MTO, Role based classification of controls by clauses

The Figl,2,3 and 4, illustrate the following relationships
For clauses A.7 as an example, A.7security clause addressed
to operational control domains , and covers 3 objectives, first
objective has 2 controls, each of them addressed to people
and process control classes, while the third objective has
only one control which addressed to process responsibility,
A7.1.1 control addressed to only two of the control aspect
(C,A), while the other all controls addressed all of three
basic information security aspects. And by the role, the
controls in A7 controls grouped in two groups , (3)Human
resources for and (4) Training as shown in table 3.

MTO ITUDOR | © T2
= PSP 111
B ) 7] 6
Z 6|6
a AT ) 712
g D [6]6
= C G 217

3 |6]1
= | =P CRE S
g’ Q) | 6] 6
<E-" TR 15713
(=N 513
SR 6|6
H |7
SR - |13 |7
Al R
- AT 1D |3
1 AT 2913
-3 PSP 7
] =
PSP D17
SR S |6
T8
D5
SR (D |6
SR 3) | 6
T3

Fig 4 MTO, Role based (R), Tudor (TU) classification of controls by clauses

TABLE 3 CLASSIFICATION MATRIX OF CONTROLS

MTO .
L AT R Responsibility Category flz:?;
SP|{O|PE|PR|T|F|C|I|A
A711 |3 N N N
O AT A712 |3 N N NERRY
A721 |3 \ NI
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AT722 | 4 Table 5.A .maturity values and their description
v VI v VIV Maturity value-level Description
0 — Non Existent There is no recognition of the need for internal
AT23 )3 Vi v VR control. ’
A731 |3 1- Initial / Adhoc There is some recognition of the need for internal
v VY control.

This approach toward a detailed security maturity model
takes a management systems approach. It involves the
compliance and the gap of the 114 controls in 14 (domains)
which comprise the 1SO27001. The maturity values are
determined by the security requirements of the organization.
During implementation two issues needed to be addressed
the questions and their maturity values. This was resolved by
designing the questions using the 1S0O27001 standard
controls and carefully determining and agreeing on their
maturity values (weight). Each control has a statement of
application, which was converted to the questions
(statements), questions were asked, and then we made
maturity value of each answer. The control maturity values
are the average of maturity values of its questions and the
clause maturity values are the average of maturity values of
its controls. Some examples of the extracted question's
regarding the control’s requirement, are presented in Table2,
the list of agreed COBIT maturity values, their descriptions
and maturity levels assessment criteria represented in Table
5.a and 5.b [13,14]. This model has its measurement basis
supported by the maturity scale of COBIT. [13]. The
maturity values was achieved by surveying and interviewing
the relevant responsible people in the YAGS (IT department
manager, this department is responsible for all data
processing operations in the YAGS, Human resource
manager and Data Entry consultants), to have a clear picture
of the all processes and conditions, together with the review
of documentary evidence in order to verify the compliance
level of the main clauses, and the controls of Annex A in the
standard. Some examples of the extracted question's
regarding the control’s requirement can be seen in Table
4, in Tables 5.a and Tables 5.b shown the description
of maturity values and the Maturity level Assessment
Criteria.

Table 4.Some examples of the extracted question's regarding the control’s
requirement

2 — RepeaTable But
Intutive

Controls are in place but are not documented.

3 — Defined Process Controls are in place and are adequately

documented.

4 — Managed and | There is an effective internal control and risk
Measurable management environment
5 - Optimized An organization wide risk and control program

provides continuous and effective control and risk
mitigation.

TABLE 5.b .Maturity Level Assessment Criteria

Maturity Index Maturity Level

0-0.50 0 — Non Existent

0.51-1.50 1 — Initial / Adhoc
1.51-250 2 — RepeaTable But Intutive
2.51-3.50 3 — Defined Process
3.51-4.50 4 — Managed and Measurable
4.51-5.00 5 - Optimized

Controls

AT711 1. Are background verification checks carried out on all new
candidates for employment?

2. Are these checks approved by appropriate management
authority?

3. Are the checks compliant with relevant laws,

regulations and ethics?

4. Are the level of checks required supported by business risk
assessments?

AT7.12 1. Are all employees, contractors and third party

users asked to sign confidentiality and nondisclosure
agreements?

2. Do employment / service contracts specifically cover the

need to protect business information?
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Based on the obtained information, we made compliance
analysis. The current levels of compliance with the principle
of the code of practices have been categorized using the
following definitions:

e Compliant: The organization is fully compliant with
the specific are of ISO27001.

e Partially compliant: The organization has gone
some way towards being compliant, but still
requires additional work to be undertaken.

e Non-compliant: The organization does not have the
controls in place to satisfy the requirement of
1SO27001.

Finally, the step is finding the results of the maturity
benchmarking against ISO27001, and the scores used for
benchmarking are explained below:

e  Maturity score below 1.65: The organization should
start implementation of overall security measures.

e Maturity score between 1.66 and 3.25: The
organization has taken significant steps to enhance
security.

®  Maturity score above 3.26: The organization fulfils
defined measures, thus the probability of high risks
is marginal.

IV. RESULTS AND DISCUSSION

The respondent's calculation summary by using descriptive
methodology obtained a result as shown in Tables 6,7.
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Table 6 Summary of The Value Maturity Level of all C,I and A control
classes per MTO domain

N Control category CcC IC AC
| L | | L |
1
Management Controls 130 |1 1.40 1 1.46 1
2 3
Operational Controls 263 | 3 2.97 3.11 3
3

Technical Controls 2.45 2 2.50 2 2.46 2

Table 7 Summary of The Value Maturity Level of C,l and A control
categories per responsibility class

Vol. 3(11), Dec 2017

After knowing the maturity level of information security for
all control domains and categories, and determining the
expected maturity level, which equal 5 (Optimized) , as a
compliance goal level in Academy. Then the value gap for
each clause are gotten then averaged to obtain the value of
the overall gap. Table 6 illustrates the average value gap of
maturity level for all C,I, and A controls per MTO domain,
while the Table 9 illustrates the average value gap of
maturity level for all C,I, and A controls per responsibility
class.

Table 8 Summary of The Maturity Level gap of all C,1, and A controls per
MTO domain

N Control category CcC IC AC

| L | L | L
1 | Strategy and Policies 163 | 2 1.61 2 1.47 1
2 Organization 160 | 2 151 2 1.63 2
3 People 189 |2 1.89 2 2.10 2
4 Process 198 | 2 2.07 2 2.00 2
5 Technology 252 | 3 2.50 2 2.75 3
6 Facilities 344 |3 3.44 3 3.33 3

Based on the result from Tables 6 and 7 for each process
obtained graphs as in the Figures below.

3.50
i ML for CC
3.00
m ML for IC
2.50
B ML for AC
2.00
1.50
1.00
0.50
0.00
Technical Operational  Management
Controls Controls Controls

Fig.4 illustrates the average value of maturity level for all C,1, and A
controls per MTO domain

4.00
i ML for CC

3.50
B ML for IC

3.00
E ML for AC

250

2.00

1.50

1.00

0.50

0.00
F T PR PE (8] 3P

Fig 5 Measurements graphs in maturity level for all C,I, and A controls per
responsibility class
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D Maturity Level
Ex Confidentiality Integrity Availability
p. Cur. Gap Cur. Gap Cur. Gap
M 5 1.30 3.70 1.40 3.60 1.46 3.54
(0] 5 2.63 2.37 2.97 2.03 3.11 1.89
T 5 2.45 2.55 2.51 249 2.46 2.56

Table 9 Summary of The Maturity Level gap of all C,I and A controls per
responsibility class

Cl. Maturity Level
Ex Confidentiality Integrity Availability
p. Cur. Gap Cur. Gap Cur. Gap
SP 5 1.63 3.37 1.61 3.39 1.47 3.53
0 5 1.60 3.40 1.51 3.49 1.63 3.37
PE 5 1.89 3.11 1.89 3.11 2.10 2.90
PR 5 1.98 3.12 2.07 2.93 2.00 3.00
T 5 2.52 248 2.50 2.50 2.75 2.25
F 5 3.44 1.56 3.44 1.56 3.33 1.67

The results of overall maturity level average value of all
controls classes per all control categories and, can be seen in
Table 10,a. The overall distance average gap to all control
list as shown in table 10 is a 2.88 for MTO domains and
2.84 for responsibility groups, the gap to C classes is 3.87
and 2.82 , to | class is 3.71 and 2.83. while to A class is 2.66
and 2.79.

Table 10- Summary of The Value Maturity Level Average of all control

categories
Average value: Index, Maturity Level
Group CcC IC AC
| L | L | L
MTO groups 213 | 2] 229 | 2] 234 |2
Responsibility
Classes 218 | 2] 217 | 2] 221 |2

From all of this values we can conclude that the security
information are on the second level, ie repeatable but
intuitive.

In this research, and based on all previews results using all
models of control classification (  MTO domains and
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responsibility classes) and for all control categories (C,I, and
A control categories),it has found the following score result
as shown in table 11.

The results of the current maturity level of the lowest
contained for for 33.33 % of MTO domains (management
domain ) and responsibility classes(SP,0) with a value of
below 1.65 so that the value gap (the gap) between the
value of the current maturity level with the maturity level in
this clause over 3.35 (the value of the gap is highest). While
the value of the current maturity level that is highest for
16.66% of responsibility classes (F) of controls, with a
maturity level value above 3.26 for all control categories, so
that the value of the gap in this clause below 1.74 (the
lowest value of the gap). But The value of the current
maturity level that is between 1.66 and 3.25 for 66.66% of
MTO domains and for 50% of responsibility classes. Thus
the higher the value gap clause, the more likely the clause is
to get a security breach and the lower value of the gap in
clause then the less likely the clause is to get security
problems. From these findings, the Academy may act in
areas related to their points of difference between expectation
and perception of information security level

Table 11 The Maturity Level result score of all control categories
Group ML between ML Between ML above 3.26
0and 1.65 1,66 and 3.25, % %
Sub % Sub % Sub %
group group group
MTO M 33,33 OandT | 66,6
domains 6
Responsib SP,0 33.33 PR,PE 50 F 16,66
ility and T
classes

V. CONCLUSIONS AND FUTURE WORKS

This research aimed to improve the information security
practices at the Yemeni Academy for Graduate Studies by
classification of security controls using a multilevel
hierarchical models and assessing the information security
level in each dimensions of this models, assessing the extent
of their compliance in them. It, also, attempts to measure the
gap between the actual level of information security practices
at the academy and the level it seeks to achieve in
compliance by using proposed models with the requirements
of ISO / IEC: 27001. The multilevel - hierarchical models for
classification was designed, and its application to improve
the information security management practice was conducted
by analyzing the information security gap analysis in
Academy. For future research, the use of this multilevel
hierarchical model in a decision making methods and expert
system applications associated with Ahp and fuzzy ahp and
the proposal of indicators to assess the information security
risk is suggested
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