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Abstract— This Information is one of the most important assets of the company. Protecting information requires a broad range 

of controls. Organizations should make sure that they are covering the full range of controls needed to protect the 

confidentiality, integrity, and availability of business information from the full range of threats. ISO/IEC 27001:2013 is one of 

the leading standards of information security. It is the code of practice including 114 controls in 14 different domains. This 

research was conducted to find out the level of information security in the Yemeni Academy for graduate studies (YAGS) 

regarding the compliance of implementation of this standard. The results showed maturity level of information security in the 

YAGS is at level 2. The value of the gap between the value of the maturity level of the current and expected level of maturity 

value is 3.19. This mains that many control weaknesses exist, related security policies and procedures should be developed and 

security management system and culture should be implemented. The detailed results of benchmarking based on the ISO27001 

standard, the method used to measure the maturity level for each security control domain, and the improvement 

recommendations are presented. 
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I. INTRODUCTION 

The development in information and communication 

technology has created a significant leap in improving 

business’s efficiency and accuracy and increasing its 

productivity. Moreover, IT assets – such as data, networks, 

hardware, and software – is now considered as one of the 

resources and essential operators of successful business 

organizations in the twenty-first century[1,2,3]. These 

organizations are increasingly dependent on such information 

assets in the implementation of their activities and 

commercial operations[4,5]. At the same time, there emerged 

the negative side of using technology since it opened the way 

for the development of the methods of informational threats 

such as breaching the safety, availability and confidentiality 

of the organizations’ information assets and expanded the 

range of internal and external risks and threats, which these 

organizations face. As a result, the challenges of information 

security are increasing in the light of the rapid technological 

development.  

Furthermore, their economic, political and security 

consequences increase as the organizations go further in 

adopting technologies and computerized systems. The 

increase and consequences of these threats and risks are 

inversely proportional to the modernity and efficiency of 

security means and strategies followed by these enterprises to 

protect their information assets. Hence, protecting the 

organizational information assets, increasing the reliability of 

their systems and technologies, searching solutions for these 

challenges which bear many complexities - and which 

include the technological, organizational and human 

(cultural) aspects – is incumbent upon the organizations and 

researchers in this field.  

The Yemeni Academy for Graduate Studies – one of the 

modern educational institutions, based in Sanaa, Yemen that 

provide learning services in graduate studies - like any other 

modern intuitions that use information systems and 

technologies in operating their work, could be exposed to 

internal and external security threats and risks. Therefore, it 

has to take the required measures to protect its information 

assets through integrated strategies, which include the 

application of information security management systems 

besides the application of information security culture as a 

part of its organizational culture[1,6,7,8,9,10,11,12]. 

http://www.isroset.org/
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A. Research problem: 

Information technology administration at the Yemeni 

Academy for Graduate Studies works closely with the 

different administrations at the academy and relies on 

technological solutions in computerizing the institution’s 

operations. However, the existence of security gaps in its 

systems could be a major source of threats to which the 

institutions security system may be subject, and affects the 

confidentiality, safety and availability of its vital assets 

which otherwise must be secured. Moreover, lack of 

awareness about using these technologies, and the improper 

ways employees handle information and its technologies - 

with or without intent – may result in no less damages than 

those of the previous ones, especially when the employee has 

access to data of high sensitivity such as accounts and 

students’ data and their academic records. The administration 

has a special plan to protect the assets or reduce the risks that 

may threaten them but without a systematic risk assessment. 

Hence, the academy is in urgent need to improve its 

information security system according to international 

standards. The first step to achieve this is self-assessment of 

the reality of information security known as gap-

measurement[13,14]. From the main problem of the research, 

the following sub-problem is formulated: 

What the is the gap in the actual situation of information 

security at The Yemeni Academy for Graduate Studies 

according to the international standard 

(ISO/IEC:27002:2013)? 

From this problem arises the following questions: 

 To what level does The Yemeni Academy of 

Graduate Studies comply with the requirements of 

information security in international standards ISO / 

IEC: 27001: 2013? 

 What is the size of the gap between the actual level 

of information security practices at the Yemeni 

Academy and the level that the Yemeni Academy of 

Higher Studies seeks to achieve according to the 

requirements of ISO / IEC: 27001: 2013?  

 What controls are the most vulnerable points 

bringing about potential threats, and what solutions 

can be recommended to improve them? 

B. Study Objectives: 

This research aims at finding out the information security 

practices at the Yemeni Academy for Graduate Studies and 

assessing the extent of their compliance with the 

requirements of information security. It, also, attempts to 

measure the gap between the actual level of information 

security practices at the academy and the level it seeks to 

achieve in compliance with the requirements of ISO / IEC: 

27001. Moreover, the study aims to discover the fields of 

control that represent vulnerable points in their security 

practices and set the necessary recommendations to enhance 

the compliance to the standards, reduce the gap and improve 

the information security practices.  

C. Significance of the Study: 

1) Theoretical significance:  

The significance of this study emerges from the significance 

of the topic it deals with, i.e. information security according 

to ISO/IEC:27001 standard. It is significant as it sheds the 

light on the issue of information security in the different 

fields of control, which this standard provides. What, also, 

makes it significant is the importance of information assets 

and the consequences if security breaches occur at 

institutions and systems. It becomes even more significant in 

the environment under investigation (The Yemeni Academy 

for Graduate Studies), which is considered as one of the most 

important pillars of higher education in Yemen. Moreover, 

this research would benefit the employees in IT Management 

at the academy, and would contribute in raising their 

awareness on how to deal with this subject so as not to be an 

obstacle that limits the academy’s efficiency.  

 Furthermore, the study is significant as it enhances the 

understanding of managing self-assessment of information 

security, ensuring a proper management of information 

security, which ensures the continuity of work. Information 

security is no longer an issue that each institution’s 

technicians handle separately. Rather, it is handled by 

politicians, strategists and decision makers who translate it 

into policies and strategies.  

2) Empirical Significance: The study’s empirical 

significance resides in the following: 

 Spotlighting the vulnerabilities and how to 

encounter them 

 Providing the academy with conditions and 

procedures that should be followed to improve its 

level of information security and the results IT IS 

HOPED TO YIELD and which may contribute in 

improving the policies of information security.  

 Preparing a working plan for the application of 

international standards for information security at 

the Yemeni Academy for Graduate Studies in case a 

certificate of information security is to be obtained.  

 The academic importance represented in training 

students on how to evaluate the actual level of 

security at institutions as  part of the requirements 

of the syllabus of information security policies for 

the  program of Master in Information Management 

Systems at the academy.  
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D. Study Limits:  

1) Thematic Limits: The study is limited to attempting 

to find out the measure of the gap and the extent of 

compliance of information security practices at the 

Yemeni Academy for Graduate Studies with the 

requirements set by the international information 

security standard (ISO 27001:2003). 

2) Spatial Limits: The study was limited to The 

Yemeni Academy for Graduate Studies, Sanaa 

3) Time Limits: This study was conducted during the 

period from April to June 2017.  

E. Study Sample:  

IT management office  at the Yemeni Academy for graduate 

studies is the targeted sample in this study. 

The rest of paper is organized as follows, Section I contains 

Introduction, Section II contains the review of previous 

related work in various resent security analysis, standards, 

and maturity models, Section III describes methodology of 

research, Section IV contains  results , discussion and 

recommendations for improving the information security 

management in the YAGS, Section V contains conclusions 

of  research work, Section VI describes the future scope. The 

last section contains the references.  

II. LITERATURE REVIEW:  

A.  The Importance of the information security assessment  

There are several studies on the development of information 

security systems and culture at organizations, and all of them 

agree on the importance of applying information security 

systems and culture by going through a proper life cycle to 

achieve its desired goals. The most significant conclusions 

these studies have shown are: 

 Information security systems are of great 

importance for business organizations as they 

become the main key to planning and management 

in modern enterprises to endure the safety, 

availability and confidentiality of information 

[2,13,14,15,16]. They, also, has to pay close 

attention to their administration BY designing and 

implementing information security strategies in an 

active and effective way[7].  

 the appropriate rules should be taken for 

establishing and applying the systems in order to 

encounter the internal and external risks to which 

the organization might be exposed[6,14]; 

 Technical solutions are important for the institution 

and should be implemented properly to combat 

threats and risks or to automatize some processes 

such as the application of firewalls in institution’s 

system[1,6,7,14].  

 Technical solutions need to be operated and 

managed by people; implementation of information 

security technical solutions is not enough for 

protection. The effectiveness of information security 

controls depends upon the efficiency of people who 

implement them and who are in charge of their use, 

and on the efficiency of the administrative policies 

and practices[1,11,12].  

 Users are in continuous interaction with 

technologies and information assets to carry out 

their tasks and duties, and the risks user-oriented 

risks have more impact on the enterprise compared 

to external risks[1,8,9,10].  

 Organizations need to adopt an integrated strategy 

that combines information security and 

organizational culture by establishing security 

practices and procedures as documented practical 

and technical bases for protection from information 

security risks that beset their business and technical 

infrastructure[[1,6,7,8,9,10,11,12]. This is supported 

with procedures that determine the detailed steps to 

be followed on how to carry out tasks based on 

technical and theoretical knowledge to prevent any 

external security breaches, and through the 

application of information security culture - such as 

the practices that determine the mechanism in which 

controls are implemented - and working on it by the 

user, which help in protection from the risks of 

internal threats and breaches.  

 The internal and external security threats made the 

international organizations seek to adopt specific 

security policy standards [2,13,14,15,16] that draw 

up an integrated policy to put the concept of 

information security into practice at institutions, 

from analysis of risks to the application of security 

controls to minimize these risks.  

 Assessment of information security risks applicable 

to any organization depends heavily on the nature of 

its business and its technical structure. Therefore, 

identifying information security risks and areas of 

related policy that apply to Yemeni institutions 

requires an understanding of the practical and 

technical aspects of these institutions, and the 

categorization of policies is done depending on a set 

of their own controls such as access control and 

continuity of work and compliance with 

international standards. 
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 Many of the best practices for information security 

management have been develop. Most important of 

these are Developed several best practices for 

information security management, the most 

important of which is the ISO 7799 standard, the 

updated version of the ISO 27000 standard, Control 

Objectives for Information and Related 

Technologies (COBIT), Information Technology 

Infrastructure Library (ITIL), national guidelines for 

information security such as (NIST 800-53), etc. 

Studies [2],[13,14,16],[13] have shown that the 

application of these standards and guidelines is 

constantly increasing worldwide for the sake of 

improving the level of information security in the 

institutions and, in particular, to meet the 

requirements imposed on these institutions by legal 

and auditing institutions, national or international. It 

revolves around the need to follow a set of security 

compliance regulations during the implementation 

of the structure of information security management 

in the organizations business [6]. 

We conclude from the above that the subject of the research 

problem is of utmost importance and that the assessment of 

the security situation is part of the system of information 

security management. It is the first step in the management 

of information security risks to identify vulnerabilities in the 

information security systems at the enterprise, it helps 

determine the type of protection strategies and policies to be 

taken and their priorities, and it must be based on an 

appropriate international standard.  

B.  Gap analysis  

Compliance is the process of comparing the actual 

information security operations of organizations with 

international ISM legal, regulatory, and internal requirements 

relevant to the organization, In this case, it is a reference to 

the standards and laws related to information security. 

COBIT, ISO27K, and ITIL are examples of standards. 

[16,18]. Evaluation the information security compliance level 

in organizations with internationally recognized standards is 

growing in importance, because it has become popular as a 

common basis for information security measurement, 

[2,13,14,15,16,17]. The compliance has the greatest effect on 

information security policy compliance[17], evaluates and 

audits the difference between the expected standards of 

organizational situations, and the reality in the organization 

[16] helps organizations determine their conformity to the 

controls listed in this standards [16,19]and delivers useful 

outputs to the certification process for the next stage of ISM 

certification [16]. For our  case study, the compliance is the 

process of comparing the applied security controls at the 

YAGS with those in ISO27001. The Gap analysis is a tool or 

a technique that enables an organization to compare its actual 

performance with the standards [14].  

C. ISO 27001:2013  

There are common international security standards available, 

these standards provide systematic management approach to 

adopt the best practice controls, quantify the level of 

accepTable risk and implement the appropriate measures 

which protect the confidentiality, integrity, and availability 

(CIA) [6]. BS7799, (COBIT), (ITIL) and NIST 800-53 

[5].BS 7799 standard was established by British Standard 

Institute (BSI) in 1995 [11]. ISO 17799 has been derived 

from BS7799 in 2000. ISO 17799 Part 2 (2002) established 

the code-of-practice and the specifications of an Information 

Security Management System (ISMS) [6,20].  

ISO/IEC 27001 is the international standard for information 

security management which defines a set of controls and 

requirements to establish, implement, operate, monitor, 

review, maintain and improve an information security 

management system (ISMS). ISO/IEC 27001-2005 has been 

prepared to reemphasize the code-of practice of ISO 17799 

with few Amendments and additions of controls that will 

enhance and improve the ISMS further [6,21]. The ISO/IEC 

27001:2013 Standard is the second edition of the standard 

and replaces the first edition ISO/IEC 27001:2005 Standard.  

ISO27001 has a key characteristic that it:  

 Covers all types of organizations, irrespective the 

size of organization [13,22,23,24];  

 Defines the key elements of information security 

management defines the key elements of  

information security management and also the ways 

it is implemented and maintained [2];  

 Provides guidelines obtain international certificates 

from a third party [20,21,23,24];  

 It was to prove that the security controls exist and 

operate in accordance with the requirements of the 

standard [23,24]; 

 Describes the system as the overall management of 

business risk approach that aims to establish, 

implement, operate, monitor, and maintain ISMS 

[14,23,24]. 

It is therefore important for the YAGS as a small size 

organization, to evaluate their information security 

compliance level, comparing their actual information 

security operations controls with those in ISO27001:2013. 

ISO/IEC 27001: 2013, domain requirements and security 

controls. Security controls have 14 security control clauses, 

35 Control Objectives and Controls have 114[25], can be 

seen in Table 1. 
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D. Maturity Model  

The idea of information security standards that have models 

with measurable effects on the business becomes more 

present in practice and more respected by experts [26]. 

Maturity models defined as a structured collection of 

elements that describe the characteristics of effective 

processes or products [27], It also defines the order in which 

security elements must be implemented, encourages the use 

of standards of best practices and provides a means to 

compare security programs[14], used regularly in the field of 

Information Systems as an approach for organizational 

assessment [14,28] as a benchmark comparison tool to 

evaluate the ability of organizations to meet the objectives of 

security [29]. Any systematic framework for carrying out 

benchmarking and performance enhancement that has 

continuous improvement processes, can be considered a 

Maturity Model [14]. in the constituent literature, a maturity 

model used to describe, explain and evaluate growth life 

cycles, can be used for assessing and/or achieving 

compliance since they allow the measurement of a maturity 

level and, by identifying the gap between the current and 

pursued level[7], helps to understand the effects that are 

expected from the organization [26], allows the planning of 

efforts, priorities and objectives in order to achieve the goals 

proposed, and identifies project or organizational strengths, 

weaknesses and benchmarking information [30]. Thus, 

Maturity implies perfect or explicitly defined, managed, 

measured, and controlled systems. In general, maturity 

models have the following properties [31]:  

 The development of a single entity is simplified and 

described with a limited number of maturity levels 

(usually four to six);  

  Levels are characterized by certain requirements, 

which the entity has to achieve on that level;  

 Levels are ordered sequentially, from an initial level 

up to an ending level (the latter is the level of 

perfection).  

There are common mature modules available and these are 

NIST, GISM, ISM3, CITI-ISEM, COBiT, OISM3, SSE/CM, 

and CERT/CSO. The COBIT maturity model is widely used 

for IT governance, and for the purpose of this study, it was 

decided to use the COBiT model, because it is focused 

toward auditing specific procedural awareness and adaptation 

[14, 32,33] and presents a set of indicators, which are more 

focused on the controls of activities than in their execution. 

These controls assist in optimizing the IT investment, 

provided measures to ensure servicing and administering 

standards of measurement to assess when there is an error in 

its use , help management full its IT governance 

responsibilities[14] and allows the organization to measure 

its current maturity level against a specific standard[7], in 

this case, ISO27001. 

Table I. Security Objective (O) And Control(C) Numbers For Each Clause 
Iso/Iec 27001: 2013  

Clauses O C 

A.5 Information security policies management 1 2 

A.6 Organization of information security  2 7 

A.7 Human resource security  3 6 

A. 8 Asset management  3 10 

A.9 Access control  4 14 

A.10 Cryptography  1 2 

A.11 Physical and environmental security  2 15 

A.12 Operations security  7 14 

A.13 Communications security  2 7 

A.14 System acquisition, development and maintenance  3 13 

A.15 Supplier relationships  2 5 

A.16 Information security incident management  1 7 

A.17 Information security aspects of business continuity 

management  

2 4 

A. 18 Compliance  2 8 

III. RESEARCH METHODOLOGY  

The study has used the analytical descriptive method to 

analyses the existing system and identify its compliance with 

the international information security standard. it, also, has 

applied case study method, through which relevant data has 

been collected.   

This part describes how research, where there are details 

about the material or the materials, tools, sequence of steps to 

be made in a systematic, logical so it can be used as 

underlines, are clear and easy to resolve the problems, 

analysis of results and the difficulties encountered. The 

sequence of steps problem-solving research are:  

 Define the objective of research ;  

 Literature review ;  

 Design of the searching tool used for data 

collection;  

 Data analysis; and 

 Finding and recommendation's 

This approach toward a detailed security maturity model 

takes a management systems approach. It involves the 

compliance and the gap of the 114 controls in 14 (domains) 

which comprise the ISO27001. The maturity values are 

determined by the security requirements of the organization. 

During implementation two issues needed to be addressed 

the questions and their maturity values. This was resolved by 

designing the questions using the ISO27001 standard 

controls and carefully determining and agreeing on their 

maturity values (weight). Each control has a statement of 

application, which was converted to the questions 
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(statements), questions were asked, and then we made 

maturity value of each answer. The control maturity values 

are the average of maturity values of its questions and the 

clause maturity values are the average of maturity values of 

its controls. Some examples of the extracted question's 

regarding the control’s requirement, are presented in Table2, 

the list of agreed COBiT maturity values, their descriptions 

and maturity levels assessment criteria represented in Table 

3.a and 3.b [6,34]. This model has its measurement basis 

supported by the maturity scale of COBiT. [6]. The maturity 

values was achieved by surveying and interviewing the 

relevant responsible people in the YAGS (IT department 

manager, this department is responsible for all data 

processing operations in the YAGS, Human resource 

manager and Data Entry consultants), to have a clear picture 

of the all processes and conditions, together with the review 

of documentary evidence in order to verify the compliance 

level of the main clauses, and the controls of Annex A in the 

standard. Some examples of the extracted question's 

regarding the control’s requirement can be seen in Table 

2, in  Tables 3.a and Tables 3.b shown the description  

of maturity values and the Maturity level  Assessment 

Criteria. 

Table 2.Some examples of the extracted question's regarding the control’s 

requirement  

Controls Q 

A.7.1.1 1. Are background verification checks carried out on all new 
candidates for employment? 

2. Are these checks approved by appropriate management 

authority? 
3. Are the checks compliant with relevant laws, 

regulations and ethics? 

4. Are the level of checks required supported by business risk 
assessments? 

A.7.1.2 1. Are all employees, contractors and third party 

users asked to sign confidentiality and nondisclosure 

agreements? 
2. Do employment / service contracts specifically cover the 

need to protect business information? 

 
Table 3.A .maturity values and their description 

Maturity  value-level Description 

0 – Non Existent There is no recognition of the need for internal 

control. 

1– Initial / Adhoc  There is some recognition of the need for internal 
control. 

2 – RepeaTable But 

Intutive 

Controls are in place but are not documented. 

3 – Defined Process Controls are in place and are adequately 
documented. 

4 – Managed and 

Measurable 

There is an effective internal control and risk 

management environment 

5 -  Optimized An organization wide risk and control program 

provides continuous and effective control and risk 

mitigation. 

 
TABLE 3.b .Maturity Level Assessment Criteria 

Maturity Index Maturity  Level 

0 – 0.50  0 – Non Existent 

0.51 -1.50 1 – Initial / Adhoc 

1.51 – 2.50 2 – RepeaTable But Intutive 

2.51 – 3.50 3 – Defined Process 

3.51 – 4.50 4 – Managed and Measurable 

4.51-5.00 5 -  Optimized 

Based on the obtained information, we made compliance 

analysis. The current levels of compliance with the principle 

of the code of practices have been categorized using the 

following definitions:  

 Compliant: The organization is fully compliant with 

the specific are of ISO27001.  

 Partially compliant: The organization has gone 

some way towards being compliant, but still 

requires additional work to be undertaken.  

 Non-compliant: The organization does not have the 

controls in place to satisfy the requirement of 

ISO27001.  

Finally, the step is finding the results of the maturity 

benchmarking against ISO27001, and the scores used for 

benchmarking are explained below:  

 Maturity score below 1.65: The organization should 

start implementation of overall security measures.  

 Maturity score between 1.66 and 3.25: The 

organization has taken significant steps to enhance 

security.  

 Maturity score above 3.26: The organization fulfils 

defined measures, thus the probability of high risks 

is marginal.  

IV. RESULTS AND DISCUSSION  

A. Summary Of The Maturity Level  

The respondent's calculation summary per clause by using 

Descriptive methodology obtained a result as shown in Table 4 and 
figure 1.  

Table 4. Summary of the Value Maturity Level per Clause 

N Clause Maturity Index ML 

1 A5 0.00 0 

2 A6 1.25 1 

3 A7 2.00 2 

4 A8 1.86 2 

5 A9 3.15 3 

6 A10 0.50 0 

7 A11 3.36 3 

8 A12 3.03 3 

9 A13 1.50 1 

10 A14 2.11 2 

11 A15 2.33 2 

12 A16 0.57 1 

13 A17 2.17 2 

14 A18 1.60 2 
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Fig 1. Measurements graphs in maturity level per clauses 

Table 5 shows the compliance level for all the 144  

requirement controls, and it can be seen that:  

 5.26 % of the controls that were reviewed found out 

to be compliant with ISO27001 standards.  

 84.21 % of the controls that were reviewed found 

out to be partly compliant with ISO27001 standards.  

 10.53 % of the controls that were reviewed found 

out to be non-compliant with ISO27001 standards. 

Table 5.Domain compliant level 

Domain Req. 

controls 

compliant Partly 

compliant 

Non 

compliant 

A5 2 0 0 2 

A6 7 0 5 2 

A7 6 0 6 0 

A8 10 0 10 0 

A9 14 2 11 1 

A10 2 0 1 1 

A11 15 0 15 0 

A12 14 4 9 1 

A13 7 0 6 1 

A14 13 0 12 1 

A15 5 0 4 1 

A16 7 0 6 1 

A17 4 0 4 0 

A18 8 0 7 1 

total 144 6 96 12 

 

 The result shown in Figure 1 indicates that some of the 

controls are more mature than others; it is evident that A5 

controls show 100 % non-compliance, this is due to the 

nonexistence of an approved security policy. It can be seen 

that the controls A-10 exhibit 50 % of non-compliance, and 

once again this is due to the lack of implementation of 

effective security policy for the using of cryptographic 

controls within these domain controls. it is also evident that 

84.21 % of the controls that were reviewed found out to be 

partly compliant, show high percentage of partly compliance 

in 92.85 % of domains exhibit more than 50 % of non-

compliance, 30.76 % of them (A7, A8, A11, A17) show 

100% partly compliance, and this due to that, the 

organization has gone some way towards being compliant, 

but still requires additional work to be undertaken. While the 

5.26% of the controls within 14.28 % of domains(A12, A9) 

seems to have low percentage of compliance, not above than 

29%, this is due to internal security procedure being put in 

place by the team responsible for user registration, secret 

authentication information usage, information backup, 

logging and monitoring sections, . While the 94, 74 % of 

controls, within 85.72% of domains, have seemed to have the 

lowest (0) percentage of compliance. Which means the very 

high compliance distance between the current conditions 

with the standard. 

After knowing the maturity level of information security 

for all controls, and determining the expected maturity level, 

which equals 5 (Optimized), as a compliance goal level in 

the YAGS. Then the value gap for each clause are gotten 

then averaged to obtain the value of the overall gap. The 

summary value gap of all controls per clauses can be seen in 

Table 6. 

 

Fig 2 Gap analysis compliance level 

Table 6 Summary of The Maturity Level gap per clause 

N Clauses Maturity Level  

Current Expected Gap 
1 A5 0.00 5.00 5.00 

2 A6 1.25 5.00 3.75 

3 A7 2.00 5.00 3.00 

4 A8 1.86 5.00 3.14 

5 A9 3.15 5.00 1.85 

6 A10 0.50 5.00 4.50 

7 A11 3.36 5.00 1.64 

8 A12 3.03 5.00 1.98 

9 A13 1.50 5.00 3.50 

10 A14 2.11 5.00 2.89 

11 A15 2.33 5.00 2.67 

12 A16 0.57 5.00 4.43 

13 A17 2.17 5.00 2.83 

14 A18 1.60 5.00 3.40 

avg All 1.81 5.00 3.19 
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Figure 3 displays the results of a gap analysis of maturity 

levels for all domains, comparing value maturity level 

current and expected per clause. 

 

Fig 3 Comparing value maturity level current and expected per clause. 

The result shown in Figure 3, displays the results of the 

maturity benchmarking against ISO27001.It is obvious that 

some of the controls are more mature than others, the score 

of only 7.14% of domains (A11) lies above 3.26. This that’s 

means, The YAGS fulfills defined physical and 

environmental security measures, thus the probability of high 

risks is marginal in this section, it also can be seen that the 

score of 35.71 % of domains, lies below 1.65. This is due to 

the nonexistence of an approved security policy in general 

and policy for the specific purposes: using of cryptographic 

controls, the information transferring, supplier relationships, 

mandating the implementation and assessment of security 

controls and policy compliance. It is also due to the 

nonexistence of procedures for some controls: contacting 

with authorities, security assessment projects, responsibility 

management and information transfer. Also, this due to the 

lack of implementation of internal security procedure for 

communications security and incident management. Other 

domains score lies between 1.67- 3.25. This implies that 

some steps have been done to improve the security in related 

domain. 

The results obtained from the measurement of the level of 

Maturity for information security in the YAGS is level 2 

(repeaTable but intuitive). Results of the questionnaire 

management to obtain an average value for all of the clauses 

is 1.81 range of 0 to 5. And the value of the gap between 

current security conditions and the condition of the expected 

3.19. From this value can be concluded that the security 

information on the second level, is repetitive but intuitive. 

Thus the results of the analysis means that the procedure 

contained in the delivery and support of  control have been 

developed in the process to handle the task, and followed by 

everyone involved. No approved security policy in general 

and no policy for the using of cryptographic controls, the 

information transferring, supplier relationships, mandating 

the implementation and assessment of security controls and 

policy compliance. No procedures for contacting with 

authorities, security assessment projects, responsibility 

management and information transfer. There is a lack in the 

implementation of internal security procedure for 

communications security and incident management. The gap 

analysis is initially used to identify the weaknesses in the 

organization's procedures, the security that can be achieved 

through technical means is limited, and should be supported 

by appropriate policies and procedures. Identifying which 

controls should be in place requires careful planning and 

attention to detail. The non-existence or a lack of 

implementation of policies and procedures in the sections 

discussed in the previous results may cause : weakness in 

employees participation in organizational efforts, needed to 

preserve the information assets; Increasing the external and 

internal risks that the institution may face as a result of gaps 

in its security system, and difficulties in identifying the 

sensitive information systems and resources and protection 

methods necessary for them. And for solving this, the YAGS 

should start implementation of overall security measures, 

some recommendations are:  

 Planning and determining the scope of public and 

specific systems most important policies and procedures 

according to their objectives.  

 Conducting the self-assessment of risk for the specific 

systems policies development. While for the general 

policies development, the results of the evaluation can 

be determined based on the results of this research.  

 Evaluation the risks of information security 

systematically, classified of risk according to the priority 

of implementation based on specific qualitative and 

quantitative factors.  

 Conducting an Information Security Culture Assessment 

(ISCA to reduce the risk that employee behavior poses 

to the protection of information and to ultimately 

inculcate a compliance culture with fewer incidents 

(institutionalization wave).  

 Developing Policies and procedures according to the 

results obtained in the evolution phases  

V. CONCLUSION  

An information security management system is an great 

importance for business organizations as they become the 

main key to planning and management in modern enterprises.  

it is required to monitor, review and improve the information 
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security of the organisation. It is a continuous process that 

deals with security policies and procedures development and 

implementation in order to define who will do what, when 

and how, in order to prevent the threats. The gap analysis is 

the first step toward identify the existence of security 

weakness in the  organisations systems. This should be a 

continuous process.to ensure long term protection against 

security breaches. The security that can be achieved through 

technical means is not enough for protection and should be 

supported by appropriate policies and procedures. 

VI. FUTURE SCOPE  

The information system security audits using the 

Hierarchical Multilevel gap analysis model based on  ISO 

27001standard, because the ISO 27001 security domains do 

not provide insight into which group in the organization is 

responsible for an activity[14] and Information security 

culture assessment, because the effectiveness of information 

security controls also depends upon the efficiency of people 

who implement them and who are in charge of their use.  
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