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Abstract- In today’s scenario, websites have been convértad just a display of information into an onlitransaction in
the form of goods, services, or money. Along widvelopment, the security of the website is alsalrteebe tightened,
not just rely on usernames and passwords but ald@tdynamic code of the mobile token which igiclift to be cracked.
Dynamic mobile token is an application which isréd in the mobile phone to generate a code thatferaned by the
method of one time password and can only be usedn® login session or transaction. Each mobilerdkas a value in
the "secret" variable that makes it unique or déffee from the others, to separate one user acessattions or personal
page
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1.INTRODUCTION in a public cloud environment, by using a privakeud,
the cloud service providers and the clients havamiped
control of the infrastructure and improved secyrdiynce
user’s access and the networks used are restricted.

As cloud computing is achieving increased popuarit
concerns are being voiced about the security issues
introduced through adoption of this new model. The
effectiveness and efficiency of traditional protect
mechanisms are being reconsidered as the chasticteri
of this innovative deployment model can differ wide
from those of traditional architectures.

(ii) Public Cloud: A cloud infrastructure is provided to
many customers and is managed by a third partyeaists
beyond the company firewall. Multiple enterprisesnc
work on the infrastructure provided, at the sameetiand
users can dynamically provision resources. Custsrase
only charged for the resources they use, so under-
utilization is eliminated. Since consumers havelelit
control over the infrastructure, processes reqgirin
powerful security and regulatory compliance are not
always a good fit for public clouds. Examples gbublic
cloud include Microsoft Azure, Google App Engine.

Security is one of the major issues which is hainger
the growth of cloud computing. It is difficult, fno a user
perspective, to over-protect a service. If you m#ke
login process too hard for a user, the user mightvg
tired of that service. It is also important for thkeud
providers to have good security standards in ofetethe
common users to trust the cloud, for future growtihe
cloud technology. In a cloud system, company sugdep
data and information will be stored on third-paséyvers,
and wuser will possibly have very inadequate
understanding or control regarding this informatiGo,
there was a great demand for strong authentication
system, which will not going to allow, the unautized
user to access the cloud.

(iii) Hybrid Cloud: A composition of two or more cloud
deployment models, linked in a way that data trnsf
takes place between them without affecting eacteroth
These clouds would typically be created by the rpnise
and management responsibilities would be split betw
the enterprise and the cloud provider. In this nhode
company can outline the goals and needs of servikes
well-constructed hybrid cloud can be useful forviding
secure services such as receiving customer paymasts
well as those that are secondary to the business, as
employee payroll processing.

There are also four different cloud deployment ni®de
namely
(i) Private cloud,

(i)  Public cloud,

. (iv) Community Cloud: Infrastructure shared by several
(iify - Hybrid cloud organizations for a shared cause and maybe maraged
(iv) Community cloud. them or a third party service provider and rareffered

(i) Private cloud: Private cloud can be owned or leased cloud model.

and managed by the organization or a third party an
exist at on-premises or off-premises. It is morpemsive
and secure when compared to public cloud. In pgivat
cloud there are no additional security regulatidegal
requirements or bandwidth limitations that can bespnt o Platform as a Service (PaaS)

In cloud computing, the available service modets ar

Infrastructure as a Service (laaS)
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In cloud computing, the available service modeds ar

o Infrastructure as a Service (laaS): Provides the
consumer with the capability to provision procegsin
storage, networks, and other fundamental computing
resources, and allow the consumer to deploy and run
arbitrary software, which can include operatingteys

and applications. The consumer has control over
operating systems, storage, deployed applicatians,
possibly limited control of select networking compats.

o Platform as a Service (PaaS) : Provides the consumer
with the capability to deploy onto the cloud infrasture,
consumer created or acquired applications, produced
using programming languages and tools supporteithdoy
provider. The consumer does not manage or cortieol t
underlying cloud infrastructure including network,
servers, operating systems, or storage, but hasoton
over the deployed applications and possibly apiiioa
hosting environment configurations.

o Software as a Service(SaaS): Provides the consumer
with the capability to use the provider's applioat
running on a cloud infrastructure.

The concept of One time password (OTP) is that anly
valid for a single login session or transaction. [it]is
widely used as a password that is not static in the
database, but only as a single use password. Thefus
encrypted static passwords are also not immune fham
attack by using a key logger [2] or sort of it, hese if an
attacker managed to get the main password and OTP
password still login and transactions will not vegessed
because the password is no longer valid. Code ggoer

as encryption is using Message-Digest AlgorithnvVibb)
which are widely used with 128-bit hash value, this
algorithm has been widely used for security apfibices,
password encryption, and integrity test of a fag [

Performance

sy | .

[
Avallability 4_53‘1'/.

Hard to Integrate with in-house IT —51-1'&

Source : IDC Enterprise Panel , Jan 2012

© 2013, IJSRCSE All Rights Reserved

39



ISROSET- IJSRCSE Val4ssue-4, PP (38-43) May- June 2013

The application of Dynamic Mobile Token uses three ii]. Something You Have
codes consisting of epoch time as the key of ome ti
password, the value of the “secret” variable inchhgach
user has a different value so that when it degématahe

This is usually an additional factor to create aergecure
authentication. This method relies on items whishally
are unique, for examples, the magnetic card/smaltca

same time, it will result in different value, a_ndd&lgit hardware tokens, USB tokens, and else. This method
random value between 1000 and 9999 resulting fiien t assumes that no one has the hardware unless the use

website. These three values are then combined anditself
encrypted with md5 algorithm to generate the outpfut '
the value of 128 bits or 32 hexadecimal numberdy On

first 6 digits of the hexadecimal number are usetfthe ii]. Something You Are

result of the output. This is the most rarely used method because of
technology and the human factor as well. This netho
2. PREVIOUS STUDIES relies on the uniqueness of the body parts thabiexist
in others such as fingerprint, voice, retina ogérprint.
A. Cloud Computing Service This method assumes that the parts of the body aach

Cloud computing can be defined as ‘computing servic fingerprints and retina are different with others.
that provides customers with IT resources by utifz

internet technology’ [4]. Cloud computing not only 3.2 Methodology

enables the scattered services on internet to bee mo
convenient, but also allows easier access to thgopal
data that are also scattered. These convenience an
dispersion the access to information is the central
characteristics of its virtualized service that udo
computing provides for its customers [5, 6].

There are various methods to implement one time
cpassword (OTP) technique, which are as follows [7]

a) Time Synchronization - In this technique, bolie t
client and server will have synchronous time cloakd it

use an algorithm that generates one-time password f
that synchronous time and any other inputs (PIN}hls

time is used as the changing factor, which chaegesy

60 seconds. The token time must be synchronizedtinét
authentication server tim@hat is, if the authentication
server and the user token don't keep the same tivan,

the expected OTP value won't be produced and the user
authentication will fail.

B. User Authentication in Cloud Computing

The representative authentication security techgieto
that are often used in cloud computing are as Téble
shows.

i) ID/Password- Most common personal authentication
process and it can be used by only memorization.

i) Open key authentication certificate - Using tbpen
key passwords .The level of security is deterchibg
the location of the personal key or authentication
certificate and the pass coding or decoding.

iii) Multi-Factor authentication- Several methodse a
combined to enhance the security level

iv) SSO (Single Sign On) - Only authenticate ineon
place and send the information to other placexempt
the procedure there.

b) Event Synchronization — In this method, bothcdhent

and server will typically have an identical initisged i.e.
counter value. Whenever client wants to login, it
generates a one-time password from the initial seed
any other input (PIN) and updates the seed (incnéme
decrement the counter). User submits this one-time
password generated to server. Server also genetaes
password for that instance using the seed (couaied)
other inputs. If both passwords match, the server
3. MATERIALS AND METHODS authenticates the user and updates the seed (ietem
decrement the counter).

3.1 Findings For Otp

The previous password system was a static autlaiotic
which posed a great threat as it can be easilyduhbly
multiple use .To overcome this danger the conceTd®

was introduced to strengthen the security.

¢) Asynchronous Challenge-Response Technique 44n th
technique, every time the application presents a
dynamically generated unique challenge to the wem

it tries to login to server. User enters this odadje into
the client software. Then the client software usenes
crypto primitive technique to generate a uniquespasd

by the combination of challenge and any other
information (PIN) provided. Each time server getesaa
new challenge for user when it wants to login. Toffers
good security because This offers good securityalise

i]. Something You Know the intruder has to start the brute-force searadmfr
scratch every time a new one-time password is géser

The aim of authentication is to prove that the asitg
user is the real user. There are many methodsctrat
prove it, but for authentication methods can bensee¢he
three categories of methods:

It is the most common authentication method. This

method is relying on the confidentiality of infortiw, 3.3. Password Mode
such as passwords and PIN. This method assumesahat ~ _
one knows the secret unless the user itself. Dynamic Mobile Token there are two mode used [8,9]
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1. Challenge/Response Mode (C/R) [10]

This mode is most often used when doing transaction
this mode the server provides a challenge in the fof a
series of numbers. That number must be enteredtlieto
Mobile Token to get an answer (response). Therusies
enters the number that appears on its own Mobilefio
into text box on the website. Mobile Token will ugsa
different code though with the same code challenge.
Periodically depending on the time when we answer t
challenge in a token.

2. Self Generated Mode (Response Only)

In this mode the server does not give any kind altie
(challenge). Mobile Token users can directly isaseries
of combination of nhumbers and letters without hgvia
enter the challenge. As the mode C/R, Mobile Tokiso
issued different codes periodically depending anttime
when the token is ordered to produce self-genercidd.

3.4 Related Work

i) Lin, Shen, and Hwang [11] has proposed a strong
password authentication scheme by making use oftsma
cards, and claimed their scheme can resist guésskat
replay attack, impersonation attack and stolenclatta
Later on, W. C.Ku. has proposed a hash-based strong
password authentication scheme to enhance theityecur
without using smart card. However, it still has the
intrinsic weakness and suffers some attacks.

ii) A. Saxena [12] has proposed a technique in Wwhie
suggested to use one time password (OTP) for
authentication. The generated OTP was based ort even
synchronization technique. For that, he has usasliater
value, that must be synchronized between client and
server. But many times it happens that client ceuhgs
been incremented but due to some network problem
request doesn’t reach to server and counter vatieden
client and server become different.

ii) M. Viju Prakash, P. Alwin Infant and S. Jeyadana
[13] in their paper they has proposed a system lwhias
based on challenge response technique to genemnate o
time password and was fully based on SMS service. B
SMS services have its drawback, such that manystitne
does not delivers the SMS on time due to the ndétwor
coverage problem. As, in OTP technique it is very
important that SMS should reach on time.

4. PROPOPOSED SYSTEM

The Figure below shows that how authentication tal
carried out. Steps which will going to involve cgi
authentication is listed below

i) A client wishes to log in will surfs to the logiage.

i) The client then starts an application on a mobile
phone, and enters a PIN code.

iii) After entering the PIN code, OTP is generated and
displayed on the phone.
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iv) The client enters his username and the OTP at the
login page, and sends the information to the
authentication server.

v) The server either permits or denies the client to
access the cloud.

i

s

S

=
Ratabase Mobile Token

Take value Send Yalus
Of Varniable Of Variable Enter Hash
“secret” “secret” value Code

"

C/R or Responss
Cnly Mode

—

+—Enter Hash Code———
User

PC (Website)

[nternet

Reject/permit aceess

i) Registration phase.
ii) Login phase.

Each new user has to first register itself to tlwua for
accessing the services of the cloud. After thestegfion
process user can login into the cloud by using the
credentials which it has supplied during the regtiin
process.

i) Registration phase

In this phase client will register itself to theoad. For
registration process client will has to provide som
information to the cloud such as user name, pirectt
init secret. User name that will be chosen by tlinist
be unique, means no other user with the same @see n
will be allowed, pin code can be any 4 digit numbad
init secret is the hexadecimal code which is used t
initialize the mobile phone as an authenticationicke
For generating the init secret user will run ME bn its
mobile phone, it will prompt the user to enter gie code
for initializing the mobile phone first time useilienter
‘0000’ in place of pin code, after that it will aske user
to enter 25 random number on basis of that initete®ill
be generated, which will use by client during ragison
Process . After the user registration its inforowtis
added to server side database, containing thenasee,
pin code and its init secret as shown in figureOnly
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registered users can login to cloud, as its indreteis
stored in client mobile and is only known to sergaring
registration process. On basis of that init sequiet,code
and time as a dynamic factor, one time passwords ar
generated, so no unauthorized user can login talclo

ii) Login phase

For login-in to the cloud, user will enter his usame and
one time password (OTP) which has been generat@d on
mobile phone, on to login page. This user name arel
time password will then send to server for auttuaiton.
At server side, it will also generate one time pass and
will match with the received one time password. If

received OTP and server generated OTP are same, the

only user will allowed to login to the cloud otheése its

access will be denied. One time passwords (OTP) are

generated based on three parameters-
1) The current time.
2) The 4-digit PIN code

3) Init-secret

Val{ssue-4, PP (38-43) May- June 2013

authenticate server and access the private cloadv N
server comprise of node controller.The proposedesys
calls upon authenticating the server.

vmM

v

VM

Node Controller

S

5. BENEFITS OFOTPIN CLOUD COMPUTING

These three parameters are then hashed together wit .

MD-5 and will generate an OTP, which will then used
user to login. At the server side, server knowsgit-¢PIN
code and Init-secret, for proving authenticatiowiit also
calculate OTP by using current time of the serdst.it is
based on time synchronization technique so mobite t
and server time must be properly synchronized
calculated OTP and received OTP are same, thenuiser
allowed to access the cloud. Since time is path@thash,
so OTP is valid only for three minutes. During the
registration process and at the time of login amdne
when user accesses the services from the cloudofots
important information is transmitted through theéwwrk.
For securely transmitting all the information bedénethe

If

client and server secure socket layer has been. used

HTTPS protocol has been used for that purposes It i
responsible for transmitting all the informationsacure
manner. The main concept of HTTPS is to createcarse
channel over an insecure network. This ensures
reasonable protection against eavesdroppers atiadk
man in the middle attack, provided that adequapberi
for data is used. For securely transferring all the
information AES-256 encryption technique has bessdu

It will encrypt all the information by using thiseryption
technique so that sensitive information doesn’tldised

to anyone.

4. PROPOSED WORKING MODEL

The model which | propose in the present scenaarksv
like this:

i) The user logs in to the system using Mobile OTP

ii) Server | is the cloud controller which is usedaccess
various installed applications on srever Il

The proposed model can be built using a VM waréda wit
ubuntu installed on it, Mobile phone is used to

© 2013, IJSRCSE All Rights Reserved

i)  OTP offers strong two-factor authentication.

The OTP is unique to this session and cannot be
used again

OTP offers strong security because they cannot be
guessed or hacked

Provides protection from unauthorized access
Easier to use for the employee than complex
frequently changing passwords

Easy to deploy for the administrator Good firspste
to strong authentication in an organization

Low cost way to deploy strong authentication

6. CONCLUSION

Certainly cloud computing will be a boon in enhamgi
information systems as its benefits outnumber its
shortcomings. Cloud computing offers deployment
architecture, with the ability to address vulneliibs
recognized in traditional IS but its dynamic chaeastics
are able to prevent the effectiveness of traditicoanter
measures. In this paper we have identified gertergign
principles of a cloud environment which stem frone t
necessity to control relevant vulnerabilities anekats So,

in this paper we have proposed to make use of Dimam
one time password with two factor authenticationaas
strong authentication technique which requires haobi
phone as an authentication device. In this techmniqu
mobile phones are responsible to produce OTP wisich
valid only for 3 minutes. A combination of MobileT®
and SSO can address most of the identified thrieats
cloud computing dealing with the integrity, confidielity,
authenticity and availability of data and commutimas.
The solution, presents a horizontal level of servic
available to all implicated entities, that realizesecurity
mesh through federations, within which essentiasttis
maintained.
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