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Abstract—Cloud Computing is rapidly changing the whole scinaf distributed system and it has given a frestaning to
distributed system. Although Cloud Computing isiding essential services and benefits such aspoee services, on
demand self-service, broad network access, la@e somputation and highly availability of resowgclut there are still some
drawback behind services due to security issuescanderns. Cloud security Issues and challeng€dafd Computing are
identified in this paper through comparative stumfythree standard working organizations NIST(Nagiomstitute of
Standards and Technology), CSA (Cloud Securityaallie) and ENISA (European Network and Informatiactusity
Agency).We briefly described all security issued ahallenges of cloud computing identified by theseking organization.
After comparative study we observed a comparataset table which presents comparison of secustyes and challenges
of cloud computing.At the end of study we obsertreat all security issues are covered by all worldnganizations in term of

security domain which are- ‘strategic and policsuiss’ and ‘technical issues’ and ‘legal issues’.

Keywords-Cloud Computing; Cloud Service Models, Securityésand challenges

l. INTRODUCTION

Cloud Computing is an on-demand self-service incthi
shared resources, information, software and otheicds are
provided according to the client's requirement pecific
time. It is a term which is generally used in plafénternet.

as “Cloud computing is a model for enabling ubiqug,
convenient, on-demand network access to a sharedobo
configurable computing resources (e.g., networlksyess,
storage, applications, and services) that can Ipédlya
provisioned and released with minimal managementtedr
service provider interaction” [1]. According to NTSCloud

The whole Internet can be viewed as a Cloud. Mangervices has five essential characteristics thatodstrate

organizations, Alliances, working groups and recleenrs are
working on Cloud Computing for enhancement of siécur
aspects. All the consumers and Cloud Service Peovidre
concerning because of security, privacy and infoiona
integrity in all services of Cloud Computing. Setyucontrols
in cloud computing are not different from secugtntrols in
any IT environment. Security is a central concam rhany
cloud customers. Cloud customers have purchasingipon
the basis of the reputation for confidentialityteigrity and
resilience, and the security services offered bipad service
provider, more than in traditional environments.isTis a
strong driver for cloud providers to improve thegcurity
practices and compete on security risks. Henceurisgc
aspects of cloud computing are essential partlfardcservice
provider and cloud consumer.

Il.  CLoouD COMPUTING.BACKGROUND STUDY

In the Cloud Computing the word ‘Cloud’ is usedd&scribe
kind of computing network because of the wordilydigor
describing network. There is not an official defiom about
what is Cloud Computing? For answering this questi@
can use NIST definition- The US National Institutd
Standards and Technology (NIST) define Cloud Comgut
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their relation to, and difference from, traditiormmputing
approaches-On demand self-service, Broad Networksa
Resource Pooling, Rapid Elasticity, and Measuren/i&es.
In [2] Rajkumar Buyya et.al proposed a definitiohctoud
computing-"A Cloud is a type of parallel and distiied
system consisting of a collection of interconnectmud
virtualised computers that are dynamically prowigid and
presented as one or more unified computing ressurased
on service-level agreements established througlotiadign
between the service provider and consumers”.

A. Cloud Service Delivery Model

« Software as a Service (SaaS)

Sometimes referred to as “On-demand software,” is a
software and its associated data are hosted dgntral

(typically in the (Internet) cloud) and are typigal
accessed by users using a thin client, normallyguaiweb
browser over the Internet [3].

 Platform as a Service (PaaS)
It is the delivery of a computing platform and dido
stack as a service. PaaS offering facilitate deptay of
applications without the cost and complexity of imgyand

managing the underlying hardware and software and

provisioning hosting capabilities. This provides @l the
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facilities required to support the complete lifecley of by a third party and may be located on-premise fér o
building and delivering web applications and sessic  premises [4].
entirely available from the Internet [3]. 1. CLoubD COMPUTING SECURITY

« Infrastructure as a Service (IaaS) Wikipedia [5] defines Cloud Computing Security &sldud

It delivers computer infrastructure (typically aagibrm  Computing security (sometimes referred to simplyGieud
virtualization environment) as a service, alonghwiaw  Security’) is an evolving sub-domain of computecisdy,
storage and networking. Rather than purchasingesgrv network security and more broadly information segurt
software, data-center space, or network equipnotients  refers to a broad set of policies, technologies eoditrol
instead buy those resources as a fully outsoureedce  deployed to protect data, applications and the ciestsol

[3]. infrastructure of Cloud Computing”. Security is o]
concern in the cloud computing because cloud issiémy of
B. Cloud Deployment Model data and moving data to common location. Cloud eging

Cloud Computing services and technology are deplayer is more attractive to attackers and more peoplatieeted if
different types of delivery models on their chaesistics and an attack is successful [6]. The concern for sgcimecomes
purpose. Deployment models define where and hownore critical when the data is managed by thirdypservice
applications are deployed in a Cloud environmenthsas providers. As security issues and policies aredisaiosed by
publically with a global provider or private in lacdata CSPs to their clients at satisfactory level, ckemte not aware
centers. There are four main deployment model-Butibud  of what security services CSPs are going to provien.
Computing, Private Cloud Computing, Hybrid Cloud Cloud computing and web services run on a netwistictire
Computing, Community Cloud Computing [4]. so they are open to network type attack [7]. Theu@l
Computing is new trend of distributed system andrhet is
* Public Cloud Computing- Public Clouds are providgda the medium between distributed environment and n@&lie
designated service provider and may offer eithsingle- The Cloud Computing is running over the Interned dine
tenant (dedicated) or multi-tenant (shared) opegati Security Issues in the Internet also effect clondirenment.
environment with all the benefits and functionalitg ~ Cloud Computing is not different from other traciital
elasticity and the accountability model of Cloud.Rublic ~ system. The traditional security problems such esurity
Cloud Computing the physical infrastructure is gatlg  Vvirus attack and hacking can also make concernslond
owned by and managed by the designated servicéderov computing environment and can lead serious results.

and located within the provider's data centers -(off Malicious intruder and hacker may hack into cloud
premises) [4]. environment and misuse essential information storézioud

environment. In the Cloud computing, the cloud pew

 Private Cloud Computing- Private clouds are proditly  system has many users in a dynamic response taiclgan
an organization or their designated service provated service needs. The cloud consumers or clients ddmmw
offer a single- tenant (dedicated) operating emritent  what the position of information; do not know whistrvices
with all the benefits and functionality of elasticend the are processing the data? The clients do not knowat wh
accountability model of Cloud. In Private Cloud networks are transmitting the information? Therdbedon't
Computing the physical infrastructure may be owbgd ensure about data privacy operated by the Cloudiceer
and physically located in the organization’'s dagmters Provider in a confidentiality way. Data integritis@a issue of
(On-premises) or that of a designated service gde\joff- Cloud Computing system. Client must ensure about
premises) with an extension of management and isgcur authorization and authentication process. So heream say
control plans controlled by organization or destgda security is major concerns among other problem€lofid
service provider respectively [4]. computing.

e Hybrid Cloud Computing- Hybrid Clouds are a IV.  SECURITY ISSUES ANDCHALLENGES
combination of Public and Private Cloud offerindsatt
allow for transitive information exchange and pbbsi
application compatibility and portability acrosssplarate
cloud service offering and provide utilizing stardla
methodologies regardless of ownership or locatijn [

Study discusses about cloud computing platformaurggc
issues and challenges provided by non-profit omgditns
which are industry representatives - Cloud Secukitiance
(CSA), National Institute of Standard and Techngl(gIST)
and European Network and Information Security Agenc
(ENISA). In our study we use these three orgaromatiand
find out what security issues they have identifiadtheir
drafts and research journals.

e Community Cloud Computing- The Cloud infrastructige
shared by several organizations and supports aifispec
community that has shared concerns (example- missio
security requirements, and policy or complianceA. Security Issues Identified by CSA
consideration). It may be managed by the orgamimator The CSA (Cloud Security Alliance) is one of the Wing

organizations of Cloud Computing Security. The nraitive
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of this organization is to provide security assoearand
education in the field of cloud computing areasita non-
profit organization, initiated by industry repret#ives in

November 2008. CSA supported by large number of ITwith

companies, including Microsoft, Google, VMware, Aroa,

IBM, Ericsson, etc. CSA published its first drafsecurity
Guidance for Critical Area Focus in Cloud Computirom

April 2009 which provides information about secyigsue in
cloud computing platforms [8]. After that CSA pudhied
second draft “Security Guidance for Critical Areacks in
Cloud Computing v2.1” on December 2009 [9]. In Gmudy,
we use the current version “Security Guidance fatical

Area Focus in Cloud Computing v3.0" of the draftheTl
guidance is divided into three domains. In thisftdfast

domain named “Architectural Framework”
information about cloud computing and its platformnd
reference model from the security perspective. relse of the
domains are divided
governance and operation. The governance categgnysses
“strategic and policy issues of cloud computingtfplens”

and operation category describes technical pelispecif

security issues in cloud computing environment ameir
implementation within the architecture. Securitysuss
identified by CSA [3] are listed below —

» Governance and Enterprise Risk Management

* Legal Issues: Contracts and Electronic Discovery

» Compliance and Audit

* Information Management and Data Security

* Portability and Interoperability

* Traditional Security, Business Continuity and Disas
Recovery

» Data Center Operations

* Incident Response, Notification and Remediation

* Application Security

» Encryption and Key Management

* Identity and Access Management

* Virtualization

» Security as a Service

‘Governance and Enterprise Risk Management’ focuses
ability of an organization to govern and measureksi
associated with cloud computing platforms. It Pdesi legal
precedence for agreement breaches, ability of

organization to adequate assess risk of a cloudidag
responsibility to protect sensitive data when bosfer and
provider may be at fault, and how international Hbaries
may affect these issues. It also recommends thatrige

into top two categories namedomputing platforms.
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cloud providers.‘Compliance and Audit’proves andntens
compliance when using cloud computing. This issealidg
with evaluating how clouds computing affects corptie
internal security policy as well as compliance
requirements for cloud computing platforms, such as
regulatory, legislative etc, and its impact on iing security
policy. This issue includes some direction on pilng
compliance during an audit.'Information Management
Data Security’ focuses on managing data that isgglan the
cloud. It provides data manipulating such as opeatiisage,
sharing, storage, deletion, and archiving, It canuged to
deal with the loss of physical control when movifaga to the
cloud. It identifies who is responsible for datafidentiality,
integrity and availability. ‘Portability and Intgperability’

gives brief focuses on interoperability standards required antbffierent

cloud providers and also provides recommendatiorbego
followed by both deployment and delivery modelsctufud
“Traditional Security, Busises
Continuity and Disaster Recovery” focuses how cloud
computing affects the operational process and proes
currently used to implement security, businessioaity, and
disaster recovery. Traditional security functionks aboud
platform are confidentiality, integrity, availalhii backup,
disaster recovery process for cloud storage. Teigtion
touches on helping people to identify how cloud pating
may assist in diminishing certain security risks, emtails
increases in other areas. ‘Data Center Operatiprides
information on how we can evaluate the provideratad
center operation in order to select the best ondofgy term
stability. This is primarily focused on helping useédentify
common data center characteristics that are fund@inéo
long-term stability. ‘Incident Response Notificatioand
Remediation’ focuses proper and adequate detection,
response, notification and remediation. It helps tos
understand complexities, brought by cloud in curiecident
handling program. Further, it also addresses thmssary
environment that is needed to be set up betwednusatr and
provider for proper incident handling and forensic.
‘Application Security’ secures application softwatleat is
running on or being developed in the cloud. Furtltealso
gives us information on security threats and vidhiities
pertaining to cloud based delivery models (laa3SPand
SaaS).'Encryption and Key Management ’identifiesper
encryption usage and scalable key management.s€hifon
gives information on protecting access of data resdurces.

useldentity and Access Management’ focuses on impmeaof

identity and access management in cloud envirorsnent
Further, it also focuses on federated identity toedproblem
faced by organization while extending its identity cloud.
This section provides insight into assessing amrdzgtion’s

department should be included during Service Levefeadiness to conduct cloud-based identity, Entitletmand

Agreement and contractual obligations. ‘Legal
Contracts and Electronic Discovery’ deals with leigaues
associated with cloud computing platforms. A leggdue
covers protection of the information and computgstems,
security breach discloser laws, regulatory requénets,
privacy requirements and international law to Héofeed by

© 2013, IJSRCSE All Rights Reserved

Issue access management. ‘Virtualization’ discusses #fgdgsues

related to system or hardware virtualization tebbgy Some
of the items covered in this domain are hypervisor
vulnerability, virtual machine isolation, risk assated with
multi-tenancy.Finally, “Security as a Service” piaes third
party facility of security assurance, incident ngeraent,
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compliance attestation and identity and access gement.
SeaaS is the delegation of detection, remediatizm
governance of security infrastructure to a trugtedd party
with the proper tools and expertise. Users of $eisvice gain
the benefit of dedicated expertise and cutting edgenology
in the fight to secure sensitive business operstion

B. Security Issues Identified by NIST

National Institute of Standards and Technology (NIBS the
another one working organization of cloud computargl
other technologies. NIST government funded orgdioizan
the U.S. Department of Commerce, continuously tisgis
cloud computing platform users by identifying séigur
related vulnerabilities and issues in the cloudtfoien.
Security issues discussed by NIST are specifidaltysed to
public cloud vendors, as it states that organinativave more
control of each layer of security when private dou
deployment model is used. Unlike other governmantéd
organizations like, CSA and ENISA, NIST does nokenany
top level classification of security issues. Howewach issue
discussed by NIST can be linked with the sub-isdaetified
by other organizations. NIST published its drafui@nce on
Security and Privacy in Public Cloud Computing” dan.
2011 which provides information about security éssin
public cloud computing platforms. Key security gmil/acy
issues are identified by NIST [4] are listed below-

» Governance

» Compliance

 Trust

* Architectural

* Identity and Access Management
* Software Isolation

« Data Protection

* Availability

* Incident Response

‘Governance’Governance implies control and ovetsiglrer
policies, procedures, and standards for
development, as well as the design, testing, implgation
and monitoring of deployed services of cloud cormuutit
extends organizational practices pertaining to poécies,
procedures and standards used for application cjewednt
and service provisioning in the cloud. It also egign issue of
information security risks. Enterprise risk is dieelack of
control of services offered by cloud and it recomoed

Vol-1, Issue-5, PP (9-15) Sep-Oct 2013

discusses various topic and issues of internahthreaused
by Insider access, multi-tenancy, maintaining dat@ership
and intellectual property rights, risk managemegdining
visibility and security control offered by CSP. hitecture’
defines the underlying technologies the cloud ptervuses to
provision services, including the implications béttechnical
controls involved on the security and privacy o gystem.
This section discusses the issues pertaining towaid
systems which are utilized by cloud computing platf.
Most of the issues discussed in this section aestdwnique
characteristics of cloud computing platforms whielne
completely different, compared to traditional danters.
The issues covered in this section are hypervisourity,
virtual network protection, virtual machine imagekent-side
protection and server-side protection. ‘Identityd af\ccess
Management’ focuses on identity verification, aati@tion
and access control mechanism. Data sensitivitypainecy of
information have become increasingly an area oteonfor
organizations and unauthorized access to informatio
resources in the cloud is a major concern in cloadputing,
so here identity and access management functiaddquate
safeguards are in place to secure authenticatiod an
authorization. ‘Software Isolation’ defines virtization and
other software isolation techniques that the cl@aavice
providers provide, and assess the risks involvedvdrns
about the threats associated with hypervisor coxtglend
multi-tenancy such as the attack vector. “Data d&tain”
Evaluates the suitability of the CSP’s data manamgm
solutions for the organizational data concernedaBtored in
the cloud typically resides in a shared common dlou
environment collected with data from other cust@ner
Organizations moving sensitive and regulated data ihe
CSP’ data centers, therefore, must account fomtbans by
which access to the data is controlled and the watept
secure. This section focuses on data isolation dath
sanitization. “Availability” extents to which an ganization’s
full set of computational resources is accessibtewsable. It
can be affected temporarily or permanently, and e be
partially or completely. Denial of service attackguipment

applicatio®utages and natural disasters are some threatailallity.

Finally, “Incident Response” section focus on riact
countermeasure for the attacks and threats in adclo
environment. It involves an organized method forlitg
with the consequences of an attack against theriseod a
cloud system. CSP’s role is vital in performing ident
response activities, attack analysis, includingification,
containment, data collection and preservation, Iprab

using auditing tools and risking management programremediation, and service restoration, and oppdsi@SP, an

‘Compliance’lnvolves conformance with an establishe organization’s

specification, standard, regulation or law. Thiscties
discusses various types of laws and regulationsith@ose
security and privacy obligations on the organizatiand
potentially impact cloud computing initiatives, peularly
those involving data location, privacy and secudontrols,
and electronic discovery requirements. ‘Trust'deginan
organization relinquishes direct control over maspects of
security under the cloud computing paradigms. Fheistion

© 2013, IJSRCSE All Rights Reserved

incident response strategy to addres
differences  between the organizational computing
environment and a cloud computing environment.

Collaboration between the cloud service subsciner cloud
service provider in responding to an incident iseesial to
security and privacy in cloud computing platforms.
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C. Security Issues Identified By ENISA
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First level ‘Policy and organizational issues’ cvesix

The European Network and Information Security Agenc different risks and issues which are briefly deésedli here.
(ENISA) is another government funded organizatioh o ‘Lock-in’ discusses about data and service poritgbgsue in
Europe aiming to provide better security and pmvac terms of adoption of cloud service model SaaS, Paab

functionality in cloud computing platform. ENISA Iplished
its first draft “Cloud Computing Benefit,

2009. This document began with key benefits of sgctor
cloud computing platforms. The rest of the docunfeatises
security issues which are organized into three geates-
Policy and organizational issue, Technical issues laegal
issues. Security issues categorized and identifiedENISA
[10] are listed below —

Policy and organizational issue
e Lock-in
* Loss of governance
e Compliance challenges
« Loss of business reputation due to tenant activitie
¢ Cloud service termination or failure
e Cloud provider acquisition

Technical issue
* Resource exhaustion
e Isolation failure
¢ Cloud provider malicious insider
* Management Interface compromise
¢ Intercepting data on transit
« Data leakage on up/download, intra cloud
» Insecure or ineffective deletion of data
» Distributed Denial of Service
¢ Economic Denial of Service
« Loss of encryption keys
¢ Undertaking malicious probes or scan
« Compromise service engine

Risk and
Recommendation for Information Security” in Novembe

laaS. Afterwards, ‘loss of governance’ discussedapdity
issues and its impacts on organization assetss rasid
vulnerabilities. It could have a potentially sevémgpact on
the organization’s strategy and therefore on theacidy to
meet its mission and goals. It could lead to thpassibility
with the security requirements, a lack of confidality,
integrity and availability of data, and a detertmma of
performance and quality of service. ‘Compliancellehges’
discusses about affected assets like certificaGamtification
is essential for any organization either for coritjet
advantage or to meet industry standards or regylato
requirements. ‘Loss of business reputation duecttenant
activities’ defines resource sharing that malici@agtivities
carried out by on tenant may affect the reputatibanother
tenant. The impact can be deterioration in serdelvery

and data loss, as well as problems for the reputati an
organization. ‘Cloud service termination or failuttee impact
of this threat for the cloud consumer, could leactloss of
service delivery performance and quality of serdsewell as
a loss of investment.’ Cloud provider acquisitiampact
could be damaging for crucial assets such as:

organization’s reputation, customer trust and eng®O
loyalty and experience.

The second domain of ENISA draft is ‘Technical &su
which start with a list of threats present in auda@omputing
platform. ‘Resource exhaustion’ defines level ofcakated
risk in allocating all the resources of a cloudvim, because
resources are allocated according to statisticajeptions.
‘Isolation failure’ this class of risks includesethailure of
mechanisms separating storage, memory, routing,esed
reputation between different tenants of the
infrastructure. The impact of failure can be a loksaluable
or sensitive data; reputation damage and servieerupt for
cloud provider and their clients. ‘Cloud providerlimious

» Conflict between customer hardening procedure anéhsider ‘defines the malicious activities of aniées could

cloud environment

Legal Issue
e Subpoena and e- discovery
* Risk from change of jurisdiction
» Data Protection Risk
e Licensing risk

potentially have an impact on the confidentialibyegrity and
availability of all kind of data. ‘Management intace
compromise’ is the customer management interfaqaubfic
cloud providers are internet accessible and medietess to
larger sets of resources. This includes customirfates
controlling a number of virtual machines and Cldurdvider
interface controlling the operation of the ovedidiud system.
This risk may be mitigated by more investment iousity by
cloud service providers. ‘Intercepting data on $iafdefines

According to ENISA three main domains ‘Policy andthreat in data transfer. Data must be transfemedrder to

organizational issues’, Technical issues, and leggales are
described. Each domain covers different risk arslids
present in a cloud computing platform. Documentcdbes
each risk in five level which are probability leyvémpact
level, reference to vulnerabilities, reference te tffected
assets and level of risk. These five levels desdiile nature
of risk.
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synchronize multiple distributed machine image, gma
distributed across multiple physical machine, betweloud
infrastructure and remote web clients etc. Sniffisigoofing,
man-in-the attacks, side channel and replay attaok#d be
considered as threat sources. ‘Data leakage orowpldad,
intra cloud’ this is the same as the previous tisk,applies to
the transfer of data between the cloud serviceigeovand

13
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cloud consumer. ‘Insecure or ineffective deletidndata’
defines data deletion risk, whenever a cloud pmvig
changed, resources are scaled down, physical heedisa
reallocated etc. data may be available beyond ifatnie
specified in the security policy hence securityiggotarry out
the procedure of full data deletion is only possildy
destroying a disk which also stores data from ottlients.
‘Distributed Denial of Service’ and ‘Economic Dehiaf

Service ‘are the scenarios in which a cloud cust@me

resources may be used by other parties in a madicieay

that has an economic impact. ‘Loss of encryptioryske

‘includes disclosure of secretes keys SSL, filergot@n,
customer private keys etc. or password to malicjparsies.
‘Undertaking malicious probes or scan’ are inditbceats to
the assets. They can be used to collect informdtiothe
context of a hacking attempt. The impact of thik Gould be
a loss of confidentiality, integrity and availabjliof service
and data. ‘Compromise service engine ‘the servicgne is
developed and supported by cloud service proviéadors

and the open source community in some case. Itbean

further customized by the cloud service providen. atacker
can compromise the service engine by hacking imfiaside
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V. RESULTS ANDDISSCUSSION

After study of all drafts our observation is thétwaorking

organization NIST, CSA and ENISA have identifiedigas

security issues and challenges in their draft. i@nkasis of
observation we create a table which is given below-

TABLE |. COMPARATIVE BASED STUDY OFSECURITY ISSUES
Working organization of Cloud
Security Domain Computing
NIST CSA ENISA
Strategic and policy issues 4 4 v
Technical issues v v v
Legal issues v v v

Table represents security domain and comparisonngmo
working organizations of cloud computing. We catregal
three security domains in our comparison table khace
‘strategic and policy issues’, ‘Technical issuesddlegal
issues'. First domain ‘Strategic and policy issuesludes
governance policy, compliance and audit, serviceelle

a virtual machine, the runtime environment and theagreement, trust, Cloud provider acquisition arfteotssues

application pool. ‘Conflict between customer haidgn
procedure and cloud environment' it is a mediurk a@rd the
probability of this risk is low. Cloud service pider must set
out a clear segregation of responsibilities théit@ates the

minimum actions customer must undertake. Cloud icerv

provider should further articulate their isolatiorechanisms
and provide best practice guidelines to assistoousts to
secure their resources.

The third domain of ENISA draft is ‘Legal issueshieh has

related to strategy and policy level negotiatiotwaen cloud
consumer and cloud service provider.
‘Technical issues’ includes identity and access agament,
key management, incident response, malicious atfad&ta

loss or leakage, software isolation, data protactind other
technical issues and Last domain ’'Legal issuesluies

Subpoena and electronic discovery, Risk from chaofe

jurisdiction, Data Protection Risk, Licensing ristc. which

are described in the draft.

four risk of cloud computing. The draft begins with These three category of security domain includesediurity

‘Subpoena and e-discovery’ which provide information
how to respond subpoena and electronic-discovesyess
‘Risk from changes of jurisdiction’ customer dataymbe
held in multiple jurisdictions, some of which mag high
risk. If data centers are located in high-risk ddes, those
lacking the rule of law and having an unpredictalegal
framework and enforcement, autocratic police stasémtes
that do not respect international agreement etaldche
raided by local authorities and data or system estbfo
enforced disclosure. ‘Data protection risks’ defindata
protection risks for cloud customers and cloud iserv
providers. Cloud customer will
responsible for the processing of personal datan evhen
such processing is carried out by the cloud pravidés role
of external processor. Failure to comply with datatection
law may lead to administrative, criminal, and civhich vary
from country to country, for the data controllekicensing
risks’ focuses on customer license of cloud sysfEhis risk
affect service delivery of cloud system, this sesvshould be

be the main person VL.

issues and risks of cloud computing. After compeagastudy
we observed that NIST, CSA and ENISA have categdrél
security aspects in the draft. The study also foulmad NIST
and CSA have not categorized their issues in @iffedomain

However, each issue discussed by NIST and CSA ean b

linked with the sub-issue identified by ENISA. Seré& we
observed that NIST,CSA and ENISA identified diffetre
issues and challenges cover all area of securitigeros in
cloud computing, and all issues associated to theseirity
domain.

COCLUSION

Security is essential aspect for providing a rddab
environment and then enables the use of applicaiiorthe
Cloud and for moving data and business processé&totad
infrastructures. Our study observes that standaodking
organizations NIST, CSA and ENISA of cloud compgtin
have identified all major concerns about cloud cotimg

real time service. This risk could be due to lack o Platform. Comparison table defines comparison anmeigyr,

completeness and transparency in terms of use afdcl
computing system.

© 2013, IJSRCSE All Rights Reserved

CSA and ENISA. After comparison we observed thad NI
CSA and ENISAidentified Strategic and policy issues
‘Technical issues’ and ‘Legal issues’ in their drafll
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working organization identified same security domain
different sub-issues. Sub-issues are interlinked these
security domains. This paper provides comparattudy of

(5]
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Wikipedia- “Cloud Computing Security”

http://en.wikipedia.org/wiki/cloud_computing_secur

security issues identified by standard organization [6]
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