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Abstract—Cloud Computing is the latest trend of today’s hifiustries. It is the solution for the problem tbeturs due to
the resources availability and its utilization otlee network. The popularity of cloud computing lhasreased due to its
great policy of pay-as-you-use or resource-on-deiaut still it lacks with certain issues of secyyritrust and efficiency
when implemented or deployed on large entermisesh as in geological surveys, scientific applaadi astrological
applications, oceanography etc. There exist losobftion in security issues and lots of reseaoclit$ efficiency but none
of them focus on the both issues together. Inghiser we have proposed a model that will providetiem for both of
these issues. The work mainly focus on the fastdwgling of events in cloud computing by using ptévikey cryptosystem
instead of public key cryptosystem and insteadsifigitraditional IKE i.e. internet key exchange heeism we used the
concept of random key reusability which is an apptofor providing authenticate and efficient keglenge as that of
IKE. Also the various section are made for stonusgrs data on basis of the confidentiality, auibation and integrity
that will enhance the overall security of the dettared and retrieved in the cloud computing.
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.  INTRODUCTION

Cloud computing gets its name as a metaphor for the
Internet. Typically, the Internet is representech@twork
diagrams as a cloud so as the computing ovemitaily
termed as Cloud Computing. It is the computing that
contains three important components in its architec

Infrastructure-as-a-Service(laaS). It is the service that
provides the consumer with the capability to primrs
processing, storage, networks, and other fundainenta
computing resources, and allows the consumer ttogdep
and run arbitrary software, which can include ofiega
systems and applications [2]. The consumer hasraont

The network, secondly server and third is the dataters
over which the application or the services residdsud

computing is a construct that allows you to access

applications that actually reside at a locationeotthan
your computer or Internet-connected deviltds the use

of computing resources either software or hardveser
the Internet. It is offered as pay-as-you go or-asyyou
use mode. Cloud computing is a very promising
technology that helps companies reducing operatiosgs
while increasing efficiency.
definition and specifications of cloud computing reve
standardized by the U.S. National Institute of 8tads
and Technology (NIST). The definition of Cloud
Computing introduced by the NIST is Cloud computisig
a model for enabling ubiquitous, convenient, on-deth
network access to a shared pool
computing resources (e.g., networks, servers, ggora
applications, and services) that can be rapidlyipioned
and released with minimal management effort oriserv
provider interaction. The diagram showing both the
service and deployment model is given in Fig.1 (NIS
definition).

1.1 Service Model In Cloud
Cloud computing providers offer their services adow

to three fundamental models [3]. The brief desmi
are as follows:
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of configurable

over operating systems, storage, deployed applitsiti
and possibly limited control of select networking
components.(e.g.- Amazon EC2, S3, Sun’s cloud &ervi
Go Grid, 3 Tera etc)

Platformras-a-Service (PaaS). It is the service that
provides the consumer with the capability to depboyo
the cloud infrastructure; consumer created or aequi
applications, produced using programming languages
tools supported by the provider. The consumer dugs
manage or control the underlying cloud infrastruetu
including network, servers, operating systems,torage,
but has control over the deployed applications and
possibly application hosting environment configioas
[2].(e.g. Microsoft azure service platform, foraam,
Google App Engine etc)

Software-as-a-Service (SaaS). It is the service that
provides the consumer with the capability to use th
provider’s applications running on a cloud infrasture
[2]. The applications are accessible from variolisnt
devices, through a thin client interface, such aged
browsers (e.g.-web-based e-mail Google Docs,
Salesforce.com, Microsoft Azure, Zoho, etc).

1.2 Deployment Model

Four basic deployment models have been identifaed f
cloud architecture solutions are described below:
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A Private cloud is owned or rented by an organizati
The whole cloud resource is dedicated to that drgéion
for its private use.

A Public cloud is owned by a service provider atel i
resources are sold to the public. End users cdrpests of
the resources and can typically scale their resourc
consumption up (or down) to their requirements.

A Community cloud is similar to a private cloud,tbu
where the cloud resource is shared among membeas of
closed community with similar interests. An exampfea
community cloud is the Media Cloud set up by Siesnen
IT Solutions and Services for the media industry A
community cloud may be operated by a third partyifa
the Siemens case), or may be controlled and opknate
collaborative fashion as in the Grid Computing payan.

A Hybrid cloud is the combination of two or moreet
infrastructures; these can be either private orlipubr
community clouds. The main purpose of a hybrid dl@au
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data compromise increases in the cloud, due to the
increased number of parties, devices and applitstio
involved, that leads to an increase in the numi@omts

of access. Delegating data control to the clouderisely
leads to an increase in the risk of data comprgnais¢he
data becomes accessible to an augmented number of
parties. Data confidentiality in the cloud is cdated to
user authentication. Protecting a user’s accowmh fiheft

is an instance of a larger problem of controllimgess to
objects, including memory, devices, software et§ [1
Privacy is the desire of a person to control treeldsure

of personal information. Organizations dealing with
personal data are required to obey to a countsgmll
framework that ensures appropriate privacy and
confidentiality protection.

2.3 Integrity

A key aspect of Information Security is integritgtegrity
means that assets can be modified only by authibrize

usually to provide extra resources in cases of high parties or in authorized ways and refers to dattiware

demand, for instance enabling migrating
computation tasks from a private cloud to a publiouid.

some

Visual Model Of NIST Working Definition Of Cloud Computing
http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.htmi

Broad -
I T T |

On-Demand
Self-Service

Resource Pooling

" Service (1aas)

(

Public

*" Community
-

Private

Fig.1 NIST visual model of cloud
Il. SECURITY ISSUES

Security of data in cloud is one of the major isswhich

acts as an obstacle in the implementation of cloud
in cloud

computing. To ensure adequate security
computing, various security issues, such as aditizdiain,
data confidentiality and integrity, and non-reptidia, all
need to be taken into account [4].

2.1 Trust

The notion of trust in an organization could beired as
the customer’s certainty that the organizatiorajgable of
providing the required services accurately andlibfg. It

and hardware. Data Integrity refers to protectiagadrom
unauthorized deletion, modification or fabricati@h. The
Cloud service provider must provide the surety thate
exist no modification in the customers’ data, paeto
information as well as the services attained.

2.4 Availability

Availability refers to the property of a systemirge
accessible and usable upon demand by an authorized
entity. In cloud computing, Availability refers tdata,
software but also hardware being available to aiztbd
users upon demand. Leveraging users from hardware
infrastructure demands generates a heavy relianahe
ubiquitous network’s availability [1]. Cloud comjrug
services present a heavy reliance on the resource
infrastructures and network availability at all &m

Ill. RELATED WORK

In the recent years, various researches are dome
providing various solution for solving the securisgues
of cloud computing. In paper [5,6,7,8,9], the =t
followed to protect the data utilizes by providiagrious
measures such as the SSL (Secure Socket Layeritl28-
encryption and MAC (Message Authentication Code) is
used for integrity check of data and performingrgption
is cloud. In paper [2, 10, 11], they used a usetered
measure of cyber-security, and performed their omeas
to analyze cloud computing as a business modely The

also expresses the customer's faith in all kinds of Proposed a quantitative model of security measuneme

transactions done between the customer ant
organization [2].This is the most critical issuelatepends
upon various security measures and norms that ega b
provided by the cloud service providers.

2.2 Confidentiality and privacy

Confidentiality refers to only authorized partiessgstems
having the ability to access protected data. Theathof

© 2013, IJISRCSRAIl Rights Reserved

thethat enables cloud service providers and cloudcsildess

to quantify the risks they take with the securifytloeir
assets, and to make security related decisionk®bdsis
of quantitative analysis. The paper [1,12,13] idtrced
the concept of a Trusted Third Party, tasked witbuang

specific  security characteristics within a cloud
environment. The proposed solution calls upon
cryptography, specifically Public Key Infrastruatur

operating in concert with SSO and LDAP, to ensine t
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authentication, integrity and confidentiality ofviived computing. Before making such system in order to
data and communications. Recently, much researek wo provide secure mechanism we will make our dataripyio
has also been done to address cloud security/grivac on the basis of the three important issues of
issues. Most of the approaches amongst them, haweve Confidentiality, Integrity and Authenticity whicls igiven
were focused on cloud storage services. Yao etl4]l [ in the algorithm. These are the three section wioene
proposed a scheme to ensure cloud storage seduwyrity initial data get stores. After this the scheme wark the

separating the encryption keys from the stored déiah three basic steps. First, the system setup, sersotite
were encrypted by the keys. In [15], a privacy-preg initial exchange and lastly the rekeying process.

cloud data querying scheme is proposed from gdgesal  Algorithm:

data prospect of view, which aims to protect pryac 1.Input: Data, protection section, D[] array of n
sensitive outsourced data. In paper [16,17], {h@yide integer

solution for data security in cloud computing usiig

dimensional framework and digital signature withARRS Where Dfjarray consisting of C,I,A.SR,R of n

Encryption algorithm. They use MD-5 for digital integer size. . _
signature. The overall solution is provided by gsaither 2. Output: Categorized data for corresponding
various encryption mechanisms or by performing o/asi section.

key management mechanisms in cloud computing using 3.For i=1ton

mainly the Public key Management procedures [18]. 3.1 C[i]=Value of Confidentiality.

3.2 I[i]=Value of Integrity.
3.3 A[i] =Value of Availability.
3.4 Calculate SR [ i ]= (C[ il+(L/A[ i)*10+I[

IV. PROBLEM DESCRIPTION

The problem that had been identified is that ioudl

computing a central server is employed for not only i))/2

receiving and processing user requests in the,flortit 4. For j=1to10

is also responsible for scheduling and splittingkéa We Fori=1lton

call this server as cloud controller (CLC) or Cleetvice IF SR[i]==1/[2||3 then
provider (CSP). All these virtualized server inses S[i]=3

running on clusters of servers are responsible of

processing the divided tasks in a parallel fashéom IF SR(i]==4]I5]6 then

returning the results afterwards, and then CLCajsable S[i] =2
of assembling the results and return to the usamiywe IF SR[i]== 8]|9]|10 then
have various Asymmetric-key encryptions mechaniem f S[i]=1

such purpose. Since it suffers from low efficierayd

takes large time we must develop a mechanism thatggem setup: The system chooses a large prime integer to
utilizes the symmetric encryption scheme. CLC matst (5 4 Diffie-Hellman group, and generator # of gpo
first exchange a session key with each servermnoeta \ye will make is aprimitive root modulo. Normally is a
through an authenticated key exchange scheme beforggphie Germain prime where is also prime, so that t
distributing the divided data and tasks to sermstances. roup $%& maximizests resilient against square root
As a distinct session key is needed to be exchangedyack to discrete logarithm problem. A certificate
between the CLC and each server instance, conguctin yihority (CA) is still needed same as in PKI thdl
key exchanges between CLC and server instancesngyre the authenticity between the CLC and thowsr
becomes a tedious and time consuming task, espeial  server instances.Certificates are relatively loergred
data-intensive applications such as scientific i@RPONS.  yata which are issued to all participants of comication
IKE is one of the most efficient, secure, standegdiand pefore the commencing of communication, and CA won’
widely applied authenticated key exchange schemes f pe participating itselunless re-verification of identities
communications over an unsecure —communication ang revocation and re-issuing certificates for ipgnts
channel. However, the efficiency of IKE is very lovhen 516 needed. As these will be performed in our siena
applied with large sets of data such as scientifisiness  ropaply in lower frequency (e.g. once a day) they

or astronomical application, Unfortunately, the tyeon exchanging (e.g. re-exchanging key in evegy session),
occurs in the authenticated key exchange schemesney won't affect the efficiency of a key excharsgheme

together with the security of the data in such coting. for scheduling in general. Therefore, wall ignore all
communications involving CA in our scheme and won't

V. PROPOSED SCHEME be discussing further details on issuing amdoking

The proposed work comprises of the random reusecertlﬂcates.

strategy that will provide the efficient and auttiesied Initial exchange: Initial exchange is used when a new task

key exchange mechanism over the existing IKE is to be executed, because that is when CLC need to

mechanism. It is achieved by using the conceptitifeb decide how tadistribute this new task to be executed on

Hellman key exchange operation together with timeloan existing computation infrastructure, i.e., which tfe

key reuse mechanism in the session generated duringerver instances aisvolved. CLC picks a secret value x

© 2013, IJSRCSEAIl Rights Reserved 18
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< p, computes its public keying material gx in Zmd
broadcast the followingnessage to the domain of server
instances S which contain n instances S1,...S:

Round 1, C-> S HDRc, SAcl, gx,Nc

Where HDR and SA for algorithm negotiation, gx for
Diffie-Hellman key exchange, and for freshness
verification. The initiator of a normal IKE schenéll
generate n secret x1, x2, x3... xn, then computesand
out gx1, gx2 ....gxn ,either through multicast arecdby
one, to establish separated security channels eatth
receiver. In our scheme, although we still estabdise for
each server instance where i=1,2,.n, we are usifygane
single secret value 0' for CLC in all* messagesritier to
reduce cost. Upon receiving message the servanicet
will generate their secret key as shown in round 2.

Round 2, S>C:HDRSI, SAsi, gyi, NSi, CertReqc
for i=0,1,2,
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not necessary to re-authenticate because of the dstp
dependency in a same task. Therefore, only roursaal 2
are needed to be performed, with new keying mdseria
and minor changes ®A andHDR fields and. As rounds 3
and 4 only contains fast operations such as siganand
nverification over short messages as well as symenet
key encryption/decryption and HMAC functions, the
computational overhead of rekeying process is amos
identical to the initial exchange from an efficignc
prospect of view.

VI. EXPERIMENT & RESULTS

The experiments were performed for the both cases b
firstly for the traditional IKE scheme and secontlly the
random key reuse strategy proposed. The cloud ctmgpu
infrastructure is made using OpenNebula cloud
environment. On top of the hardware and Linux QvS.
installed KVM hypervisor on which further we usdiet
simulator Hadoop for performing MapReduce

The session keys are now shared between CLC amd eacProgramming. We also used this on OpenStack Cloud
server instance for the use of encryption of later environment. It is clear that the efficiency depenaainly

communications. Although the Diffie-Hellman key
exchange is completed, initial exchange is nosfiad as
the participants have to authenticate each otherdar to
prevent man-in-the-middle attacks. Similar as inEJK
CLC generates signatures " which are the signatimes
these * messages, using its secret key from theplkday
issued by CA and broadcast the following message

Round3,C> S HDRc {IDc,SAc2,Certc,CerReqslSiglgxyl

fori=1,2...no S:
The server instances can then verify the identftyhe
initiator of this conversation by using its sessk®y to
decrypt its own part of this message. Signatures =
verified through the public key contained in thetifieate.
Similarly, server instances will send out their own
encrypted ID, signature and certificate to CLC for
verification:

Round 4, S>C:HDRst{IDc,SAc2,Certc,Sg}gxy
for i=1,2,

on the size of the data sets used in the compufihg.
experiment were conducted on large numbers of sktta
with different numbers of server instances. The ¥ k
exchange key is implemented using Java. We hawntak
the generator function g=2 and for parameters dfiedi
Hellman key exchange we used 1024 bits prime ob2d 1
bits MODP group. We used MD5 for pseudorandom
function and RSA algorithm for signature. Experintsen
were conducted under multiple scenarios which bl
demonstrated in the next section and compared ovith
scheme to the trivial scheme where CLC exchanggs ke
with each server instance using IKE in a separated
fashion. Asymmetric-key cryptosystem are much stowe
(approximately 1000 times slower) than symmetrig-ke
cryptosystems, thus large datasets are never dadryp
with asymmetric-key cryptosystems in practice. Vde r
them under our cloud simulation environment, arsiet
total time consumption on CLC. The result is illagtd in
the fig.2 in this section.

where similar to round 2 but only signed separat8lgst
is signatures by Si to messages :

Mst = prf(prf(Nc]| Nst||gxy)||gyi|lgx]||IDsi) foril, 2, ...n

Note that this round involves * messages as wdterAhe
identities of both CLC and server instances are
authenticated through round 3 and 4, CLC will sen81,
S2,Sn, the split task data which are encrypted séfsion
keys gxyl,..gxyn using symmetric encryption such a
AES. After task execution, returns to CLC the resul
which are encrypted using S1, S2, Sn as well. Tifie p
function is often implemented as an HMAC functiarcls

as SHA-1 or MD5, which outputs a fixed-length short
message (commonly 128 bits) and has high efficienc
(around 200MB/s on today’s desktop PCs) itself.

Rekeying: In a multi-step task data need to be transferre

D

Run Time of Different KE Schemes

Time Units Consumed (s)

so0 |
1000
1500
2000
2500
3000
3500
4000
A500
5000
£000
6500
7000
7500
8000
8500
9000
a500
10000 |

Server Instances * Rounds
Fig.2 Performance compared with IKE |

back and forth in a multi-step task. In this sitoatit is

© 2013, IJISRCSRAIl Rights Reserved
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VII. CONCLUSION & FUTURE WORK [8].

After performing the experiment it is found out thhe [9].
efficiency mainly depend upon the size of the dsdts
used and the CLC process for splitting and distiitguthe
instances. In this paper the proposed scheme dghaes
complete solution for providing security on the ibasf
the user’s priority together with the increasedcefhcy
for large application such as in scientific, geqdniaal,
astrological, etc. Our scheme mainly uses the wgrki
same as that of the traditional IKE scheme togetbitr
the randomness key reuse strategy. All the sinoriaind
theoretical analyses were done and it is found that
reduces time consumption, computation load without
compromising the security aspects. In future furthew

strategy can be found out to increase efficiencyd ani4).

providing security in cloud computing
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