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Abstract— In last decade, there are several survey poinbeeit privacy and services has risen and increBsb@coming
central point for IT industries. Almost every ddy,sector, network security and sensitive datatesieg broken. This uses
more advanced techniques to protect their infomnatPrivacy is a very essential issue for cloud ating. Hence there is a
need of an effective privacy and security that gebidata, information and technology resources watety. This survey
focus on cloud computing, its architecture, sewiead identifies the cloud computing privacy. listpaper, we are
presenting a service models to deal with the pyiveed security problems in cloud computing envirenin We elaborate
privacy and service models as considered in claudpeiting resources and the proper preventing tti&ia. There are
multifarious security and privacy that need to beerstood. The paper includes some privacy anchiggés that show the

motivation for the adoption of cloud computing.
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l. INTRODUCTION

computing. Vulnerability: According to the Open Gpds
risk taxonomy “Vulnerability is the possibility tha quality

Cloud computing emerges as a computing platform fowill be unable to resist the actions of a threaragVulner-

the next generation of the new computing technol@jgud
computing is a technology which provided you asmise
with users can access all the database resourdesfiware
through the internet from anywhere in the world)awy as
they need. But actually the system resource doestdll on
your system, it is provided only for services byoter
company and accessed using a browser over thaénfdi.

In this paper privacy & services issues of cloudhpating
are reviewed. The cloud computing techniques hasrak
applications and components in different areasudiol
client's datacenter, and distributed servers. Tgihocloud
computing we can design and carryout implementatibn
security applications. However it is mandatoryttiize
service models need to be inbuilt and enabledherdesired

objectives. Cloud computing is a system, where th&spects,

resources of a data center is shared using viratah
technology, which also provides elastic, on demand
instant services to its customers and associatéoroes
usage as grid computing [2].

Cloud computing technique is also advantageousoiriral
of datacenter information security policy, inforioat
security infrastructure, security of third party.lo@d
computing aids virtualization and Grid Technologyalysis
for security activities. Virtualization and grid ctenology
analysis are some of the techniques which are edlyec
useful in diverse fields such as IT Technologiesivises
Provider Applications, Information security, Contnetwork
segment and sharing resources etc.

In this paper we present, the privacy and sensseds in
cloud computing environment. We would also investg

ability exists when there is a differentiation beem the
energy being applied by the threat agent, and jectd
capability to resist that force.” So, vulnerabilityust always
be described in terms of conflict to a certain tgpattack.

In this works, we provides an overview of the most
important privacy regulations in the cloud-compgtin
environment, cloud providers, in traditional IT @wments,
clients connect to multiple servers located on camypsite.
Clients need to connect to each of the serversa@ha In
cloud computing clients connect to the cloud, theud
contains all of the applications and infrastructamel appears
as a single entity. Cloud computing allows for dwizally
reconfigurable resources to supply for changeeimahd for
load, more efficient use of the resources. Thisluskee
however poses many tangible and intangible
security challenges like accessibility vulneralgifit
virtualization vulnerabilities, and web applicatsonAll
challenges relate to cloud server having physioatrol of
data and manage documentation [3] [4].

This paper is organized as follows: in Section &spnt
Introduction of privacy and security issues in dou
computing environments. Section 2 presented authite
and addressing in cloud computing. Section 3 pidsetter
service models. Section 4 presents cloud vulnetiabil
security. Section 5 presents privacy and secumitgloud
computing. Section 6 presents cloud security usBipally
section 7 presents conclusions.

.  ARCHITECTURE OFCLOUD COMPUTING
In this cloud computing we used to define five majo

challenges in cloud computing, and the uses of dclouarchitectural modules and their associations, sho¥ig 1
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the architecture of cloud computing is a huge netwaf
“server cloud” interrelated as in a grid. The \dltmation
could be used to maximize the process of the cadmgput
power available on server to improve the overaltkiaad.
A front end interface such as a gateway allows er trs
select a service from a grid. This request getsquhto the
system management which finds the correct resowands
then calls the provisioning services which allosatsources
in the cloud. The provisioning service may depldye t
requested control server or software applicatiorouth

authorization on-demand.
Server |
Control

User System Provisioning
Interface  [”] Management ™ Tool

Monitoring
Track

Services |
Grid

Fig. 1 General Cloud Computing Architecture

» User Interface - A user interface is the system b
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e Service Grid - A gridis the list of services that an
organization provides, often to its employees or
customers. Service grids enable aggregation of
distributed resources and transparently accesglo w
services-based protocols that allow distributed
resources to be accessed, user interface, system
management, provisioning and monitoring track.

* Monitoring Track - monitoring track system is the
optional part that usage of the grid so the resmirc
used can be attributed to a certain user. The
monitoring are also pass through system by linked
control server area [5].

lll.  CLOUDCOMPUTINGSERVICEMODELS

A. Software as a service(SaaS)

SaaS is a model of software deployment where an
application is hosted as a service to client's sgoga the
internet. SaaS has been around since early 200dfels to
thecomputing resources as a service Apglication Service
Provider (ASP)Where applications are hosted and delivered
online via a web browser offering traditional degkt
functionality SaaS consist of software running on the cloud
infrastructure. It providestorage that the consumerused
including bandwidth requirements for the storafjee client
contains amultiple browser toaccessthe application (on-
demand) via thin client over the internet. Exarapé SaaS

\Are Google, Docs and Salesforce.com [6].

which users interact with a machine. The user ]
interface includes hardware (physical) and softward3. Platformasa service(PaaS)

(logical) components. The term user interface isPaaS is another application model, where suppliethe
generally assumed to the graphical user interfacaesources required to build (develops, test andoggplt
while industrial control panel and control servEitle  also includes operating systeand required services for
cloud user interface with the underlying Grid to particular applicationsPaaS providers offer a predefined
reguest services. combination of OS, development toolsintegrated
&evelopment Environment (IDExnd application servers,
System_ Management -_S_yster_n managem(_ent_refers ch as LAMP platform (Linux, Apache, MySql and BHP
enterprise-wide — administration - of distributed 1o g0 jiatforms include data securibackup, recovery,
computer system. That is related to the provisgnin o, jication hosting, and scalable architectiEeamples of

ser\_/ice, WhiCh. manages the computer reSource8,as are Microsoft Azure, Google App Eng and Footre.
available on grid. System management may mvolvem

one or more tasks like server availability monitggi
software installation and hardware inventory, .
network capacity and security management. C. Infrastructure asa service(laaS)

o S ) laas is a service which provides an access to laedw
Provisioning Tool - Provisioning tool is the proses resources for executing services, such as CPU gsingg
of preparing and equipping a network to allow it to memory, data storage and network connectivity. Wvedor
new services to users. This tool allocates theesyst may share their hardware among multiple custonedesred
from the Grid to deliver on the requested gridio as multiple tenants, using virtualization softeveesource
service. It may also deploy the required software  |aaS allow customers to run operating systems aftd/are

Server Control - control server that hosts the2PPlications.

supervisory control system management. They cagig 2 shows the basic cloud architecture provitlesvarious
be either virtual machine or authentic. Control common deployment service models with related difie
serverights is equivalent to system admin elements of cloud computing. The above mentionedcee
permission except the fact that logins. Also thatmodels, where the three cloud service models can be

logins with control server permission will have deployed on top of the four deployment models dejmen
implicit access to the databases linked serviak gri  on the clients’ requirements.
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Google
Salesforce com

Microsoft Azure
Google App Eng

Amazon EC2
Software Applications

Private Public Community
Clouds Clouds Clouds

Hybrid Clouds

Fig. 2 Cloud Computing deployment Service Models

IV. CLOUDVULNERABILITIES

1) Securely fortrnsfarring data:  Securely transferring
data: Our data can be vulnerable to prying eyeseaband
on it and from the cloud. Therefore we should noits
important or confidential data in an open wirelagswork,
in a random public Wi-Fi network. It is better tseuour
home network, and ensure encrypting our data. Véalldh
make sure that our wireless router is passworcepted. We
should ensure that the Web addresses of sitesemésiting
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about uptime when our data is accessible and centieir
track record. Generally better off sticking withnlest, big-
name providers.

4) Privacy: Privacy is important consideration about the
information we distribute. For example, why provide
phone number to sign up for an email news lettei@eThe
time to irregularly review which mobile applicat®orand
third party services have access to key accourth s3
Facebook and Twitter. Reviewing the admission gravitl
remind we to sever that relationship, removing any
possibility of abuse or expldi8].

5) Using Password: Multiple instance of hacks and data
breach has exposed the passwords of users of m@irk
websites and companies. These attacks also lelightaon
what a miserable job most of us do in using stramigue
passwords. We should try not to use the identieabword
for all our activities in the cloud. If we use tlsmilar
password for a gaming site as we do for our bamowt,
we place our finances at risk, if that gaming passwis
compromised. It is good practice to use a passwadager
such as Last Pass.

V. CLOUDSECURITYAND PRIVACY

This paper looks at the main privacy and securnityissue
relevant to cloud computing, as they relate to mwisng

portions of the organizational computing environimerit

point out areas of concern with public clouds thedquire
special attention and data protection providesniheessary
on Security and privacy in cloud computing.

are HTTPS rather than simply HTTP. HTTPS sites are

encrypted to transfer information safely.

2) Data backup: Our data isn’t floating around in the
clouds; it's stored on a physical server somewh8cewhat
happens when there is a hurricane or a flood opwep
failure? Take the time to evaluate our cloud previl
disaster recovery plan when we use the cloud te stdtical

We have multiple security issues that need to ln¢epted
data and Information. Here we comparison privatel an
public cloud computing scenario. A public cloud k®ls a
host of a number of virtual machines, virtual maehi
monitors, supporting middleware. But in a publioud
enabling a shared multi-tenant environment, asntimaber
of users is increasing, security risks are gettmgre
intensified and diverse. So it is necessary to tifletthe

data then have our own backup as well. “In theattack surfaces which are security attacks and amésms

confidentiality world, they talk about organizatsomeing
‘custodians of data,” and that’s a good way to labk”. We
should be careful as we are handing critical infation over
to someone else. Ensuring that our data existwetye
whether on an external hard drive, on our laptbpisl drive
or on a USB drive will give us peace of mind.

3) Accessing Data: There is nothing worse than trying to
recover our information and finding it's not availe.
“Customers want to know that their data is avadalwhen
they need it".. Before we delegate a cloud providih our
data, we should evaluate what sort of guaranteg hlaee

© 2013, IJSRCSE All Rights Reserved

ensuring successful client-side and server-sideegtion.
Because different security issues in a public cladbpting
a private cloud solution is more secure with anioopto
move to public cloud in future if needed. Hencesusity is
very essential at different levels in order to ngmand
proper implementation of cloud computing such &sveyr
access security, internet access security, databesess
security, data privacy security and program acsessirity.
Some security concerns are listed and discussedbel

A. Network Level Security

There are several types of securities are intovbidt level
that are, shared and non-shared, public or prigatall area



ISROSET- IJSRCSE Vol-1, Issue-6, PP(7-12) Nov-Dec 201

or large area networks and each of them have a eunfb services web browser act as a key element, andatteus
security threats to deal with. To ensure networGusty  plug-ins and extensions which are available foir thecurity
following points such as: privacy and integrity the problems.

network, proper access control and maintaining ritgcu

against the external third party threats shoulatdoesidered E. Server-Sde Protection

while providing network level security [9]. Server-Side Protection, an laaS clouds, virtualessr and
L . applications, much like their non-virtualized coenarts,

B.  Application Level Security are needed to be secured. For the occurrence ofnvddes

Application level security refers to the usageaffware and for deployment following organizational policies dan

hardware resources to provide security and appitatsuch procedures for hardening of the operating systerd an

as the attackers are not able to get control okieset applications are launched. Proper care should bent#o

applications and make desirable changes to themdb  make adjustments for the virtualized environmemtsthsat

That is the outdated network level security poficslow images can run [12].

only the authorized users to access the specifiadiffess.

The recent technological advancement, these hagleenhi VI. USAGEOFCLOUD SECURITY
level of security policies with high performanc®]1

) ) Your cloud computing is a new business model wrdppe
C. Information Level Security around new technologies like virtualization, Saafd a
Information Level security, which is approved by the broadband internet. Recent interests offered nelicapions
management, published and communicated as apgepsia and IT educational usage of cloud computing. Theu€l
all employees. It conditions the management comemntm delivers computing and storage resources to itgsude
and set out the organizational approach to managingorks as a service on demand scalability with highe
information  security. Like Information  security computing parameters for ICT. So, these have coimt) IT
infrastructure, security of third party access,tdatization  management of the resources.
and Grid Technologies, identity and access manageme
secure development lifecycle and secure activitiesloud A, ICT Capability of Cloud Usage

computing [11]. This section includes survey conducted by inteomai data
) i corporation (IDC). It shows the strength of clownputing

D. Client-Sde Protection to be implemented in IT industry and gives the pti&

Client-Side Protection, a successful defense bli¢htcside  inspiration to CSP. The fig 3 shows the graph tisat

and web side infrastructures both are requiregfotection  collected by IDC. It shows today’s and future usafjeloud

against attacks. For the former to be overlookguic&#y in different areas [13].

emphasis are placed on the latter. For many cloatpating

8 -
Security 91%
7 A
Cloud storage capacity 87%
6 4
Virtual server storage 86%
54
IT management 84% @ Current

4

_— | m Future

Availability 82% 47%
24
Business 79% 46%
24 44%
Performance 72% 9%
11 33%. :
0 - T T T
2002 2004 2006 2008 2010 2012 2015

Fig. 3 Current usage of cloud
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In fig 4 shows the IT trends for future (especiatipud
computing) that it is being used more in the arehsT
industries and business when compared to othesrsedthe
results are shown as a pie chart and the labelgeagh
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different slice represent different industrial sest and
services. Here the percentages of cloud usagdferatit IT
industrial sectors, business, media and secuctypas and
education, government, and professional servicgq15].

IT Industries
v

20

85 A

.,
Business
75

Professional

@ vemment 35

_..w Schools and
Education 55

Media and
Security
72

Fig.4 Cloud usage of future

B. Data Security on Use

The data use requires the insurance of data ailjlain
cloud and their use (visualization, processing, aruwkss) by

the authorized people. Access management occupies &

important part inside this phase. The human rigimnsl

permissions related to individuals, devices or omss allow

the controlled and authorized access to data useu$e and
safe transfer of network data can also be achi¢wemligh

separation, using different strategies, such adipnotocol

label switching (MPLS), virtual private networks FWs)

and virtual local-area networks. In the MPLS-VPNq@ss,
isolation is performed through routing network deg to a
virtual routing and forwarding system [16].

Public cloud not only increases the privacy issuedbso
security concern. Information security is a masue current
cloud offerings are essentially public exposing skistem to
more attacks. In this cause there are potentiabitianal
challenges to make cloud computing environmentseasre
in IT industries. Security and privacy affect thaiee cloud
computing stack, since Information requiringtandard

security and various privacy challenges with the specific[2]

steps to be taken in the cloud computing [17].
VIl. CONCLUSION

Cloud computing is latest development that providasy
access to high performance computing resourcestanage

© 2013, IJSRCSE All Rights Reserved

infrastructure through web services. This paper niyai
discusses privacy and security importance of system
behavior and challenges in the cloud computingluding
ervices model. This services the theoretical fatinod and
practical cloud computing application. We also titgn
challenges and opportunities in cloud computinge Paper
addresses the issues that can arise during theyteght of
cloud services model.

This paper has presented the cloud computing cavide
resources in IT industries and can also help taaged
computing costs within organizations, and also beginess
opportunities for service-oriented models. Thipasticularly
useful during organizational sustainability. Howeviecan
provide the basis for the deeper research on $gcuri
deployment of cloud computing.
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