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Abstract— The term “biometrics” is derived from the Greek words bio (life) and metric (to measure).It refers to the Automated 
Recognition of Individuals based on their physiological or behavioural traits like fingerprints, hand geometry, face, iris recognition, 
signature, voice and many more. By using biometrics it is possible to confirm or establish an individual’s identity based on “who she is” 
,rather than by “what she possesses” (e.g., an ID card) or “what she remembers” (e.g., a password).In this Paper, we give a brief 
overview of the field of biometrics and summarize some of its advantages, disadvantages, strengths, limitations, and related privacy 
concerns. 
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I. INTRODUCTION 

As a person requirements increase, a person has to remember 
lots of pin numbers, account numbers, passwords and other 
security codes. The weak passwords can be easily guessed and 
the strong ones can be hacked or broken. Once an intruder gets 
the user ID and password, the intruder has total access to the 
user’s resources. It is suggested that people should not use 
same password for different applications. 

In the modern world, that would mean memorizing a 
large number of passwords. Biometric is most suitable solution 
to all these requirements. In the future the biometric system 
will be more convenient and reliable. Biometric refers to the 
automated recognition of individual based on their 
physiological or behavioral trait [1]. Physiological traits 
include iris, face, hand, finger images and behavioral traits 
include keystroke dynamics, signature verification, speaker 
verification etc. 

Biometric authentication system requires comparing 
an enrolled biometric sample against a newly capture biometric 
[3], for example a hand geometry captured during login. 
During enrollment a sample of the biometric data is captured, 
processed by the computer and stored for later comparisons. 
Biometric recognition can also be used in identification mode 
where the system identifies a person from entire stored 
population by searching a database for a match based on 
biometric. It is called one to many matching and verification 
mode is called one to one matching [3]. Biometrics can be 
used to identify you as you.  

II. WORKING OF BIOMETRIC TECHNOLOGY: 

At their most basic level, biometric technologies are pattern 
recognition systems that use either image acquisition devices, 

such as scanners or cameras in the case of fingerprint or iris 
recognition technologies, or sound or movement acquisition 
devices, such as microphones or platens in the case of voice 
recognition or signature recognition technologies, to collect the 
biometric patterns or characteristics.  
 

 
 

Figure 1:  Generic Biometric Process Error! Reference 
source not found. 

 
The characteristics of the acquired samples considered the 
most distinctive between users and the most stable for each 
user are extracted and encoded into a biometric reference or 
template that is a mathematical representation of a person’s 
biometric feature. These templates are stored in a database or 
on a smart card or other token and used for comparison when 
recognition is warranted. Biometric systems are automated by 
hardware and software, allowing for fast, real-time decision 
making in identification situations [4]. 
 

Different biometric technologies offer varying 
features and benefits, which should be analyzed based on how 
and why they will be used. They all vary in performance, 
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capabilities, infrastructure requirements, and cost, and all 
have their unique limitations and operating methodologies. 
While individual biometric devices and systems each have 
their own operating methodology, there are some 
generalizations that can be made as to what typically happens 
within a biometric system implementation. 
 
Before an individual’s identity can be verified via a 
biometric, a biometric template or model must first be 
created. This template serves as the template data against 
which subsequent samples/templates provided at time of 
verification are compared. 

III.  PERSONAL BIOMETRIC CRITERIA: 

Any human biological or behavioral characteristics can 
become a biometric identifier, provided the following 
properties are met: 
 
A. Universality: Every person should have the characteristic. 
There are always exceptions to this rule: mute people, people 
without fingers, or those with injured eyes. These exceptions 
must be taken into account through “work-around” such as 
conventional non-biometric authentication processes. Most 
biometric devices have a secure override if a physical 
property is not available, such as a finger, hand, or eye. In 
these cases, the person is assigned a special access device, 
such as a password, PIN, or secure token. This special access 
code or token is entered into the biometric device to allow 
access [5]. 
 
B. Distinctiveness: No two people should have identical 
biometric characteristics. Monozygotic twins, for example, 
cannot be easily distinguished by face recognition and DNA-
analysis systems, although they can be distinguished by 
fingerprints or iris patterns. 
 
C. Permanence: The characteristics should not vary or change 
with time. A person’s face changes significantly with aging 
and a person’s signature and its dynamics may change as 
well, sometimes requiring periodic re-enrollment. 
 
D. Collectability: Obtaining and measuring the biometric 
feature(s) should be easy, non-intrusive, reliable, and robust, 
as well as cost effective for the application. 
Typically, biometric systems or devices have three primary 
components: 
 

1. Automated mechanism that scans or photographs (video or 
still) and captures a digital or analog image of a living 
biometric characteristic. 

2. Another mechanism that handles compression, storage, 
processing, and comparison of the captured data with the 
stored data (enrollment template). 

3. Interface with the application system. 

IV. COMMONLY USED BIOMETRIC 

TECHNOLOGIES: 

When personal identification is used, biometric 
technologies measure and analyze human biological and 
behavioral characteristics. Identifying a person’s biological 
characteristics, based on direct measurement of a part of the 
body, such as fingerprints, hand structure, facial features, iris 
patterns, and others.  The corresponding biometric 
technologies are fingerprint recognition, hand geometry, facial, 
and iris recognition, among others. 

Biometric systems using predominantly behavioral 
characteristics are based on data derived from actions, such as 
speech and signature, for which the corresponding biometrics 
are speaker verification and dynamic signature analysis. 
Almost all biometrics, however, incorporate both biological 
and behavioral components. Biometrics is an effective 
personal identifier because the characteristics measured are 
distinct to each person. 

Unlike other identification methods that use something a 
person has, such as an identification card to gain access to a 
building, or something a person knows, like a password or PIN 
to log on to a computer system, the biometric characteristics 
are integral to something a person is. Because biometrics is 
tightly bound to an individual, they are more reliable, cannot 
be forgotten, and are less likely to be lost, stolen, or otherwise 
compromised. 

A. Dynamic Signature Analysis: It authenticates identity by 
measuring and analyzing handwritten signatures. It does not 
rely on the physical appearance of the signature, but instead on 
the manner in which a signature is written, using a stylus on a 
pressure-sensitive tablet to track hand movements. This 
technology measures how the signature is signed, changes in 
pressure, position and velocity of the pen during the course of 
signing using a pressure-sensitive tablet or personal digital 
assistant (PDA). Dynamic signature analysis devices have 
proved to be reasonably and lend themselves to applications 
where the signature is an accepted identifier. One of the 
suggested advantages for signature verification is that it has a 
high level of resistance to impostors [7]. 

For example, although it is easy to forge a signature, but it is 
difficult to mimic the behavioral patterns associated with 
signing one’s signature.  

B. Fingerprint: Some argue that fingerprint identification was 
not a true biometric until the emergence of the more recent 
fully automated systems. More accurately, fingerprints 
represent the transition from a manual biometric to the 
automated form of the technology. Fingerprints have long been 
used to identify people. In 14th century China, they were used 
as a form of signature. Today fingerprint verification 
technology is the most prominent biometric technology, used 
by millions of people worldwide [6]. 

 It is estimated that the number of possible fingerprint patterns 
is 10 to the 48th power.25 Fingerprint technology can be used 
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effectively in both verification (1:1) and identification (1:N) 
applications. Fingerprint verification systems work by 
identifying the locations of small lines or ridges found in the 
fingerprint. They extract features from impressions that are 
made by these distinct ridges. Typically, fingerprints are either 
flat (capture by placing a finger directly on the scanner) or 
rolled (rolling the finger from one edge of the fingernail to the 
other).  

C. Hand Geometry: Historically, hand geometry systems have 
dominated the access control and “time and attendance” 
market in terms of biometrics being used for these purposes. 
Hand geometry-based verification systems measure the layout 
of a person’s hand, including the fingers, joints, and knuckles. 
Some systems measure the geometry of two fingers. 

 Hand geometry measures the two-dimensional physical 
characteristics of the user’s hand and fingers using an optical 
camera, mirrors, and light-emitting diodes (LEDs). In 
measuring size and shape, a hand geometry system collects the 
measurements. In the measurement of the different features, a 
person places his/her hand flat on the reader’s surface, where 
pegs guide the fingers into position.[5] Hand geometry systems 
require the user to squeeze his/her fingers against the pegs to 
confirm the hand is “living” rather than a prosthetic. Cameras 
capture the images of the back and sides of the hand. 

D. Iris Recognition: Iris recognition technology is based on 
the patterns resident in the iris of the eye—the colored ring 
surrounding the pupil. Iris recognition technology identifies 
people by the unique patterns in the iris using a fairly 
conventional charge coupled device (CCD) camera.  

Made from elastic connective tissue, the iris represents a 
richly patterned surface under the reflective cornea of the eye. 
The image of the iris under infra-red illumination can be 
quantified and used to identify an individual [2]. 

E. Keystroke Dynamics: Keystroke dynamics, or analysis, is 
also referred to as typing rhythms. It is an automated method 
of analyzing the way a user types at a terminal or keyboard, 
examining dynamics such as speed, pressure, total time taken 
to type particular words, and the time elapsed between hitting 
certain keys. Specifically, keystroke analysis measures two 
distinct variables: “dwell time,” which is the amount of time a 
person holds down a particular key, and “flight time,” which is 
the amount of time it takes between keys [8].  

The technique works by monitoring the keyboard inputs to 
identify the user by his/her habitual typing rhythm patterns. 

V. CONCLUSION 

In this review paper, we step ahead into the new millennium, 
identity thefts and Internet scams are becoming increasingly 
common. More and more governments and institutions are 
now using this technology to safeguard their airports, 
hospitals, prisons and other sensitive areas. In this era, it is 
imperative that we continuously upgrade our security systems 

and the use of biometrics is a step towards the security upgrade 
that we continuously require. 
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