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Abstract— All GSM network devices such as smart phones become a target of choice for thieves because they are small, 

valuable, and there is a market for them. A thief can sell a stolen electronic device to an unsuspecting used computer store or 

pawnshop, and easily receive up to half its value in cash. The penalties for a property crime are less severe than those of a 

crime against a person is another reason of wide spreading of this crimes. Cost of this crimes is not just its replacement cost, 

but also the cost of configuring and loading replacement software, and the cost of lost time for the owner while the device is 

being replaced. An even greater cost is the potential exposure and liability that results from lost confidential corporate and 

client information. Designed web page will be used to access these devices to take always a copy of the important data and will 

be saved on the cloud area related to the web site which make it easier to retrieve the stored information in theft or lost case. 

The introduced research explains how you can keep strangers from accessing your personal information, safely back up and 

retrieve the stored data in the device. The introduced design will help in trying of minimization of the theft cases also 

minimizing extortion by thieves or some of exploiters depending on that  all GSM device especially cellular phones could be 

tracked using IMEI (International Mobile Station Equipment Identity) or MEID (Mobile Equipment Identifier). 
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I. INTRODUCTION  

Unsurprisingly, the thefts grew most rapidly in urban areas 

where cell phone density is highest. So they think firstly in 

stored data on these devices as the world become live in the 

digital life. However, because of their portability, mobile 

devices are more susceptible than desktop systems to loss 

and theft. Safeguards you can use to reduce the risk of 

someone accessing personal and institutional data when your 

mobile device is lost or stolen [1]. 

First of all some security features on smartphones which are 

using the GSM services should be enabled which is also vary 

between devices and operating systems (iOS, BlackBerry, 

Android, Windows Phone, and Windows Mobile) to 

configure security and encryption settings. [2] Use whichever 

features your device offers that provide the best security for 

your needs such as: Password, passcode, or PIN, Unlock 

pattern, Device lockout, Auto-wipe, and Encryption. 

The following common features are frequently useful, but 

can also create security risks [3]. You may want to consider 

disabling them: Bluetooth, and GPS. 

The suggested system depend on developing a web 

application system to verify an ownership for the customer's 

cellular phones and the GSM devices. There will be an 

employees who are responsible for client registration on the 

tracking and protection site in addition to the possibility of 

changing the ownership from the original client to any 

another customer (who the original client could choose) and 

the normal inheritance operations (son, daughter, brother, 

sister, relatives, etc.). In case of theft, the customer can 

contact the responsible employee in the suggested system or 

go to nearest branch to complete or finalize any operation 

related to this issue. Customer can see all the purchases of 

cell phones or GSM devices directly through the system 

website and all of the auxiliaries‟ customers [5,11]. 

There are specific websites are available for both 

iOS and Android devices and combines security, tracking, 

and anti-virus/malware protection. There are several 

interesting features, such as the system recording a cell 

phone‟s last location right before the battery dies, a chance to 

backup contact data before a remote erase, and it‟ll even snap 

a photo of any would-be thief and email it along with 

location data to you. There‟s a free two-week trial, after 

which it‟ll cost $5 per month approximately [6,9,10]. 

The rest of the paper is organized as follows: Section 2 

highlights the system analysis and design for the proposed 

work whereas the web application output framework is 

mailto:hussam.elbehiery@gmail.com
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explained in Section 3. The MD5 (Message-Digest) 

encryption algorithm is explained in Section 4. The 

Authorization (Permissions) and recovering lost data are 

stated in Section 5 and Sections 6. The Insurance and 

Tracking methodology are discussed in Section 7. Finally, 

the conclusion of this research work are elucidated in the 

section 8. 

II. SYSTEM ANALYSIS AND DESIGN 

Cellular phones have a unique serial number known as an 

IMEI (International Mobile Station Equipment Identity) or 

MEID (Mobile Equipment Identifier). Unlike other 

identifying information stored on the phone‟s removable 

SIM card, these numbers are etched into its circuits and 

difficult to alter. Your cell carrier already has this 15-digit 

number on file, and may be able to use it to put the phone on 

a missing phone list. Some police departments ask for either 

of these numbers when you report a stolen phone, so that 

they'll be able to return it to you if it's recovered. You can 

typically find either number on the phone box or in your 

phone's settings menu. It is also often found printed on or 

under the phone‟s battery. You can find your phone's IMEI 

by dialing *#06#. The number should pop up on your screen 

[7,18]. 

You'll find an IMEI number on all phones from GSM 

carriers such as AT&T and T-Mobile, and so-called world 

phones from CDMA carriers such as Verizon and Sprint. 

Less-common non-world phones from Verizon and Sprint 

have a different ID number called a mobile equipment 

identifier, or MEID. The MEID is comparable; you can find 

it the same way you find an IMEI. [8,19]. 

The suggested web application system is not only just a 

program but also all associated documents and configuration 

data which is needed to implement the suggested system. 

The first step is data base as following: 

A. Database structural design  

This logical data model contains all the needed logical and 

physical design choices and physical storage parameters 

needed to generate a design in a data definition language, 

which can then be used to create a database. Fig. 1. Shows the 

overall Use Case Diagram for the suggested systems and Fig. 

2. Shows a schema that describe fully attributed data model 

contains detailed attributes for each entity [4]. 

 

 

Figure 1. Use Case diagram for the suggested design 

 

 

 

 

 

 

 

 

Figure 2. Database schema (Structural design) 

In the suggested system we can send and retrieve the 

information directly through web application system to the 

internal DB including all permissions and encryptions. 

Various software have been used in that purpose like: 

XAMPP server, PHP frame work [4]. 

Unless you are running a live web server, you won‟t need 

anything beyond Apache, MySQL and PHP, although it is a 

good practice to install all other components as well. You 

also have the option of installing a smaller „XAMPP Portable 

Lite‟ version, which only includes essential Apache, MySQL, 

PHP and phpMyAdmin components. 

III. WEB APPLICATION OUTPUT                        

FRAME WORK 

The first interaction process in the web application is the 

(Add or insert process) which will be seen in Fig. 3. This 

http://en.wikipedia.org/wiki/Logical_data_model
http://en.wikipedia.org/wiki/Data_definition_language
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operation basically is stored in our SQL server database 

exactly in (System Admins) table the internal insert code in 

the database is performed in a query as the following [20]. 

 

 

 

 

 

 

 

 

 

Figure 3. Add or Insert Process 

The second interaction process is the update process which 

includes the editing of each information for the admin of the 

web application has been shown in fig. 4. This process 

implemented in SQL server database. 

 

Figure 4. The update process 

The third interaction (delete process) which includes the 

deleting for any admin and it is as the same in either first or 

second interaction processes implemented in SQL server. 

IV. MD5 (MESSAGE-DIGEST) ENCRYPTION 

ALGORITHM 

Now let‟s talk about how we can encrypt the most important 

data such as the “password”. It is a widely used encryption 

hash function producing a 128-bit (16-byte) hash value, 

typically expressed in text format as a 32 digit hexadecimal 

number. MD5 has been used in a wide variety of encrypt 

applications, and is also commonly used to verify data 

integrity.MD5 was designed by Ronald Rivst in 1991 to 

replace an earlier hash function, MD4 source code 

[13,14,15]. 

The main MD5 algorithm operates on a 128-bit, divided into 

four 32-bit words, denoted A, B, C, and D. These are 

initialized to certain fixed constants. The main algorithm 

then uses each 512-bit message block in turn to modify the 

desired word in a specific way. And return it in the same way 

[16,17]. Fig. 5. Shows the MD5 algorithm chart. 

 

Figure 5. MD5 algorithm 

V. AUTHORIZATION (PERMISSIONS) 

In multi-user computer systems, a system administrator 

defines for the system which users are allowed access to the 

system and what privileges of use (such as access to which 

process he should reach, and can‟t reach other processes he 

doesn‟t get permission on it. Assuming that someone has 

logged in to a computer operating system or application, the 

system or application may want to identify what resources 

the user can be given during this session. Thus, authorization 

is sometimes seen as both the preliminary setting up of 

permissions by a system administrator and the actual 

checking of the permission values that have been set up when 

a user is getting access. Fig. 6. Shows the admin authorities 

and terms of reference, so the admin become able to manage 

every things in the whole system. 

 

Figure 6. Admin GUI 

In contrast to the customer, only can see his devices also the 

alternative customer and the customer does not have a 

permission to do anything except in case by the employee. 

Explained in Fig. 7, the customer GUI for using his/her 

information and ability for editing. The customer can‟t see or 

handle anything except his devices and his alternative in case 

they exist. 

http://whatis.techtarget.com/definition/access
http://searchcio-midmarket.techtarget.com/definition/operating-system
http://searchsoftwarequality.techtarget.com/definition/application
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Figure 7. Customer GUI 

VI. RECOVERING LOST DATA 

As the device stores tons of important data on it, it may 

annoy you so much if you lose your files on your device 

suddenly. For instance, you may delete the photos, contacts, 

text messages and so on by accident. When you want the 

important data back, you find it really difficult to find a good 

method that can recover in a simple way. If you have the 

backup copies of the media files such as photos, audios, 

videos and so on, you are able to restore them easily to your 

phone. So in the introduced system as your phone become 

has an account and authorization permission, all you need to 

do is to connect your device to customer screen and share all 

data stored on phone in a cloud area for each user. All user 

have a choice that the sharing being manually or automatic 

which is making the restoring or retrieving the data from the 

lost phone is a simple operation.   

VII. INSURANCE AND TRACKING 

METHODOLOGY 

Insurance involves pooling funds from many insured entities 

(known as exposures) to pay for the losses that some may 

incur. The insured entities are therefore protected from risk 

for a fee. When a customer lose or got his phone robbed or 

Brocken  and this phone can‟t be regained by our system 

then we must have plan B works for emigrant cases that we 

save what we can save. If the phone is damaged by the 

customer in this case we are not responsible for the 

maintenance as any insurance operation. 

A customer who want to insure his phone he choose a plan of 

insurance of our plans and pay insurance quota and enjoy our 

insurance service. Note that the introduced system insure 

only the phone not the data inside. If you fall in one of these 

dangers (Accidental Damage – Loss - Theft) you will be 

covered by the insurance unless we cannot track your phone 

in case if it got lost. When the cell phone is got lost there are 

two ways and in both ways we must follow the official 

procedures; The Governmental method and the Software 

application method. 

To inform the office of communication police office with an 

official police report and have an official copy of it to inform 

all cell phone carriers to flag your phone, which will be done 

through the next steps: 

 When you report the police you give them the 

property proof only (receipt or the phone package) 

your phone and they take also the (IMEI) every 

mobile phone, GSM device or other devices with a 

built-in phone / modem has a unique 15 digit IMEI 

number. Based on this number, you can check some 

information about the device. 

 The second step is to inform the GSM operators to 

block or locate your mobile phone to enable the 

police to get it back. 

If you have lost your mobile phone or if it‟s stolen, then you 

can recover it or at least block it if you know the IMEI 

number of the phone. The procedure to get back the stolen 

mobile phone will take some time so you must be patient. 

Fig. 8 (a) shows the GSM network basic structure 

(Vodafone) and Fig. 8 (b) shows the GSM network identities 

(Vodafone). 

 
(a) 

 

(b) 

Figure 8. a) Basic GSM Network Structure    b) GSM Identities  

There are some specific apps that help in tracking lost or 

stolen cell phones. For example, check the Bitdefender for all 

cell phones or any GSM devices. It is available for the iOS 

operating systems (iPhone) and Android operating systems 

[12]. Then follow the next steps: 

http://en.wikipedia.org/wiki/Pooling_%28resource_management%29
http://www.hacktrix.com/find-imei-number-of-mobile-phone
http://www.hacktrix.com/find-imei-number-of-mobile-phone
http://www.hacktrix.com/how-to-find-your-lost-or-stolen-windows-phone
http://www.hacktrix.com/how-to-find-your-lost-or-stolen-windows-phone
http://www.hacktrix.com/category/android
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 Download the registered Bitdefender application to 

your device. 

 Register to the site https://my.bitdefender.com/login 

and then login to the created account. 

 Select the feature you want to use; (locate- lock – 

alert- wipe) or Anti-Theft. 

 

VIII. CONCLUSION 

The introduced research paper is a web application system 

which has been developed for the purposes of protection of 

the cell phones or any GSM devices and also keeping all 

information which takes higher priority of privacy for these 

devices. The proposed research has explained keeping 

strangers from accessing the personal information, safely 

back up and retrieve the stored data in the device. The major 

usefulness is to verify an ownership for the customer‟s 

devices especially in case of purchase from customer to 

customer with no needed to the package box or the original 

receipt which will verify the concept of Property Proof. 
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