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Abstract— A tremendous repository of terabytes of data is generated every day from modern information systems and digital 

technologies such as Internet of Things and cloud computing. Analysis of such huge data requires a lot of efforts at multiple 

levels to extract knowledge for decision making. Therefore, big data analysis is a current area of research and development. 

The main objective of this paper is to explore the potential impact of big data challenges, open research issues, and various 

tools associated with it. As a result, this article provides a platform to explore big data at numerous stages. Additionally, it 

opens a new horizon for researchers to develop the solution, based on the challenges and open research issues. 
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I. INTRODUCTION  

 

Smart devices, Smartphones, Smart cars, Smart homes, 

Smart cities a smart world. These notions have come into the 

for many years. Achieving these goals has been investigated, 

to date, by various diverse research communities. Few such 

common research fields are: Internet of Things (IoT), Mobile 

Computing (MC), Wireless Sensor Networks (WSN) etc. 

However, as technology grows in each of such fields there is 

an elevated overlap of principles and research questions. 

Brief and narrower definitions of each of these fields are no 

longer suitable. Further, research in these areas usually 

depends upon numerous technologies including real-time 

computing, machine learning, security, privacy, big data, and 

others. All in all, the smart vision of the world includes much 

of computer science, computer engineering, and electrical 

engineering. Greater interactions among these communities 

will speed up the progress.  

A. Internet of Things (IOT) 

The technology of communication between human beings 

and things, or among things has developed rapidly [1]. 

Recently, machines are getting into the act to control 

countless autonomous gadgets using internet and create 

Internet of Things (IoT). As a result, these appliances are 

using the internet, just like human uses the web browsers. 

Internet of Things is a spotlight for researchers because of its 

most promising opportunities and challenges. In the 

upcoming era, everything will be connected and intelligently 

controlled. The concept of IoT is drawing attention of 

realistic world due to the development of mobile devices, 

ubiquitous communication technologies, cloud computing, 

and data analytics. Also, IoT offers collective challenges of 

volume, velocity and variety. Broadly, just like the internet, 

Internet of Things allows the devices to exist in plethora of 

places and provides facility to applications ranging from 

trivial to the crucial. On the contrary, it is still unable to 

understand IoT well, including its definitions, content and 

differences from other similar concepts. Numerous 

technologies such as computational intelligence, and big-data 

can be used collectively to improve the data management a 

knowledge discovery of large scale automation applications. 

B. Big Data 

Big data is a term mostly used to refer to the increase in the 

volume of data that are difficult to store, process, and analyze 

through traditional database technologies. We are in the age 

of big data [4],[5]. Big data has three typical characteristics 

which are volume, variety, and velocity [6]. That is, the size 

of big data is extremely large, the data types of big data are 

diverse such as number, text, and figure. In addition, the data 

processing of big data is so rapid. So, we should consider 

these characteristics when we analyses the big data. The 

nature of big data is indistinct and it involves considerable 

processes to identify and translate the data into new insights. 

The term ―big data‖ is relatively new in IT and business. 

However, several researchers and practitioners have utilized 

http://www.isroset.org/
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the term in previous literature. For instance, [14] referred to 

big data as a data which is in zetta bytes.  

 

According to a study [8] by Gartner, the revenue that is 

generated from IoT-enabled services and products will 

exceed $300 billion by 2020. This, however, is only a hint of 

much larger issues soon to arrive. There is going to be a huge 

amount of data that IoT will generate, and in present world, 

well-analyzed data is of extreme value. 

It will force companies to quickly upgrade their ongoing 

processes, tools, and technology to accommodate vast data 

volumes and take full advantage of services that will be 

delivered by Big Data. 

C. Relationship between IOT and Big Data 

Processing all the data from IoT is a job in big data. Various 

types and formats (structured, unstructured, semi-structured) 

of data generated from various devices and sensors in IoT are 

handled and transformed by the "variety" of Big Data 

collection. The massive amount data originated from IoT are 

ingested and stored by the "volume" of Big Data loading 

[10]. The near real-time processing and analysis of 

tremendous data from IoT are performed in a timely manner 

by the "velocity" of Big Data analytics. In addition to this, 

the intelligence and insights of smart IoT objects are realized 

and augmented by the "value" of Big Data. The same is 

described in Fig 1 [9] below. 

 
Fig1: Relationship between Big Data and IOT 

 

II. RELATED WORK 

 

Zhang et al. [13] devised Firework, a new computing 

paradigm that provides distributed data processing and 

sharing in an IoT-based, collaborative edge environment. 

Firework combines physically distributed data by allowing 

virtual data views to end users using predefined interfaces. 

These interfaces are in the form of a set of functions and a 

set of datasets. Firework focuses on minimizing data access 

latency by moving the processing closer to the data 

producers in the edge network. Firework instance has 

numerous stakeholders who must register their datasets and 

corresponding functions that are abstracted as data views. 

These data views are available to all participants of that 

framework instance such that they can merge multiple data 

views into a single job to perform data analytics in detail. 

Rathore et al. [14] describes a smart city management 

system based on IoT that exploits big data and analytics. 

The data are collected by deploying various sensors, 

including weather and water sensors, vehicular networking 

sensors, surveillance objects, smart home sensors, and smart 

parking sensors. An architecture for the system is also 

designed for its model and implementation. The proposed 

system is implemented using the MapReduce Hadoop 

ecosystem in a real environment. The implementation 

process has many steps, including data generation, data 

gathering, data combining, data categorization, data pre-

processing, and decision making. Spark, an engine for big 

data processing is used over Hadoop for the efficient 

processing of big data. Smart systems are utilized as sources 

of city data to create a smart city as an implemented system. 

However, the proper developed smart system is yet to be 

deployed and its accuracy is still untested.  

 

Ahlgren et al. [15] explains the significance of  IoT usage to 

deliver services for improving the lives of citizens, like 

transportation, air quality, and energy efficiency. The 

authors emphasize that IoT-based systems must be based on 

open data and standards, involving interfaces and protocols, 

to enable third-party innovations by mitigating manufacturer 

lock-ins. Based on this idea, a Green IoT platform is 

designed in Sweden to deter- mine the advantage of open 

platforms and open data for the development of smart cities. 

However, few guidelines related the procurement of an open 

IoT infrastructure, including common data formats and open 

application programming interfaces (APIs), must be framed.  

Sezer et al. [16] propose an augmented framework 

integrating semantic web technologies, big data, and IoT. 

The key requirements for the proposed framework are 

analysed, and the conceptual design of the envisioned IoT 

system is given based on the analysis results. The 

conceptual framework includes five layers, namely, data 

acquisition, extract-transform-load (ETL), semantic-rule 

reasoning, learning, and action. The data acquisition layer, 

which collects data from different sources, can be 

considered as an input layer for the framework. The ETL 

layer provides sensor drivers to transform the data received 

from various types of sensors. The semantic-rule reasoning 

supports a reasoning engine to make inferences from the 

resource description framework (RDF) data received from 

the ETL layer. The learning layer extracts many features 

from the data and forms machine-learning-based models. 



  Int. J. Sci. Res. in Computer Science and Engineering                                          Vol-6(3),  Jun  2018, E-ISSN: 2320-7639 

© 2018, IJSRCSE All Rights Reserved                                                                                                                                      83 

The action layer provides predetermined actions for the output of the learning layer.  

Cheng et al. [17] proposes GeeLytics, an edge analytics 

platform that performs real-time data processing at the 

network edges and in the cloud. This platform addresses the 

issues like geo-distributed and low-latency analytics resulting 

from the large amounts of IoT data. GeeLytics is designed to 

support dynamic stream processing topologies by 

considering the system characteristics of heterogeneous 

edge/cloud nodes, and the current system workload. 

Wang et al. [18] discuss the challenges and opportunities 

resulting from IoT and big data for the maritime cluster. 

They also develop a new framework for integrating 

industrial IoT with big data and analytics technologies. 

Implementing such framework can help increase output and 

productivity as well as allow whole clusters to continue 

acting as leaders in the global maritime industry.  

Vuppalapati et al. [22] explains the role of big data in 

healthcare and find that body sensors generate huge amounts 

of health-related data. Basically, two challenges are 

analyzed in this con- text, namely, integrating these massive 

data points with Electronic Health Records (EHR) and 

presenting these data to doctors in real time. Based on these 

observations, they propose a sensor integration framework 

that suggests a scalable cloud architecture that can provide a 

comprehensive approach to the EHR sensor system. Apache 

Kafka and Spark are used to process large amounts of data 

in a real-time. Although visualizing the health of patients in 

real time can help detect urgent situations, this model lacks a 

security solution.  
 

III. ISSUES AND CHALLENGES 

IoT systems are much capable to provide solution to many 

problems, but myriad of challenges remains unaddressed. 

The solutions to some of these challenges are yet to be 

provided by big data and analytics, while others require 

more efforts from the IoT community, hardware and 

platform vendors, governments, and policy makers.  
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Although, research on big data in IOT in its early stages, 

IOT has been broadly accepted by many organizations. 

Several existing issues have not been fully addressed yet as 

shown in table 2. New challenges continue to emerge from 

applications by organization. Due to convergence of big data 

and IOT, most issues of big data and IOT are resolved. 

Some remain unresolved. 

IV. CONCLUSION 

In recent years data are generated at a dramatic pace. 

Analyzing these data is challenging for a general man. To 

this end in this paper, we survey the various research issues, 

challenges, and tools used to analyze these big data. From 

this survey, it is understood that every big data platform has 

its individual focus. Some of them are designed for batch 

processing whereas some are good at real-time analytic. Each 

big data platform also has specific functionality. Different 

techniques used for the analysis include statistical analysis, 

machine learning, data mining, intelligent analysis, cloud 

computing, quantum computing, and data stream processing. 

We believe that in future researchers will pay more attention 

to these techniques to solve problems of big data effectively 

and efficiently 
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